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1. Disclaimer

The course is interesting, but its contents are not clearly explained by the professor and having a con-
densed, easy-to-read file, I think it’s very nice.

The course itself I think it’s really interesting for the themes; it revolves around an entire framework
to apply inside companies. The professor is knowledgeable, probably a lot abstract and time could be
employed even better in cases, but overall I think it’s good if you care about the themes. Content is
pretty much this one.

He makes a lot of examples here and there, but simply gather notes, make ideas and then make ITIL4
quizzes. A lot of them. This subject is not that hard in itself, but it’s easy getting lost, so I suggest doing
a lot of practice, given you will see the quizzes are standard. The only examples of projects and exams
present are there because I put them, also as complementary cheatsheets and Q&As in order to help
me and you as much as possible.

Info on their structure: 40 questions, with 26/40 to pass on a standard ITIL exam. The professor will
make you pass or will help or make you try the exam again when it’s the right time to do so, but you
can start doing the project anyway no problem. For the questions, consider definitely his slides, they
cover almost completely the course content, so you can safely use it as you wish.

This year of the course I couldn’t be present, but in any case, very few people attended the class, some-
times even not a single person. So, consider you can do the entire course on your own and study on
some precise material like this one. Consider also the entire file is based on the ITIL 4 book, which is
pretty good, very very fluff, but anyway not bad.

Feel free to reach me to feedback about the contents of this file; also to thank me, it doesn’t kill me
that much.
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2. 02 - Information System Governance

2.1. Services and governance

• Services comprise the largest and most dynamic component of both developed and developing
economies

• Services are the main way that organizations create value for themselves and their customers

• Almost all services today are IT-enabled, which means there is tremendous benefit for organizations
in creating, expanding, and improving their IT service management capability

Technology is advancing faster today than ever before.

• We are dealing with the 4th Industrial Revolution

‣ Developments such as cloud computing, infrastructure as a service (IaaS), machine learning, and
blockchain are source of innovation and competitive advantage

Business context is very dynamic and not definable a priori.

• New forms of business are born

• Not enough time to activate cycles of revision and modification

• Achievable via a paradigm shift allowing the company to easily adapt

A new paradigm makes organizations face a radical change - shift in the governance of a traditional
management approach to a more adaptable and agile one

• Fewer indicators

• Obtain a reasonable consistency with information and costs

IS (Information System) Governance

• A set of logics and tools aimed at creating a structural set-up and a governance context of the Com-
pany Information System that make it constantly consistent with the business needs in environments
characterized by a high level of complexity

The Governance logic

• Naturally tends to good performance and is structurally adequate for complex environments

• Tries to guide action towards practice (and not only theory)

• Tries to balance the Information System towards an optimal setup able to pass the gap between
company requirements and its capabilities

The Corporate Governance contains both IS Governance and IT Governance, allowing for governance
and management to go in parallel.

• Corporate Governance incapsulates both:

‣ IS Governance is made of IS directing, culture and measures

Written by Gabriel R. 4/81



IT Service Management Simple (for real)

‣ IT governance is made of infrastructure and applications

• IT Governance takes IT Management (present) and goes into the future

• IS Governance has to work with different degrees and methods

‣ According to the level of integration, homogeneity and degree of control

‣ Allows to solve the gap between company requirements and its capabilities, reaching an optimal
setup thanks to alignment with business needs

When implementing the IS governance, different things need to be considered:

• Within an articulated system (group of companies or complex companies) it is necessary to think of
different degrees and methods of applying the IS governance system

• The diffusion and applicability of an IS Governance system must be modulated by taking into ac-
count some factors:

– Level of integration in the group (financial vs industrial only)

‣ Homogeneity level of the business system

‣ Company life cycle (own or with respect to the Group)

‣ Corporate governance and results measurement system

‣ Areas of managerial independence

‣ Depending on these characteristics, each company / area is assigned to a different “IS Governance
Layer”

• The differentiation may also take place at the level of individual aspects of IS Governance

2.2. Maturity

Maturity

• Means dealing with problems in new/original ways while learning from mistakes

‣ “The measure of success is not whether you have a tough problem to deal with, but whether itʼs
the same problem you had last year.”"

It can be defined with different reference models for the organization:

• Deming Cycle (Plan/Do/Check/Act)

• Gartner’s scale to predict and avoid problems

• ISO 15504 (SPICE - Software Process Improvement and Capability Determination)

‣ Different capability levels

‣ Different process attributes

• COSO (Committee of Sponsoring Organizations of the Treadway Commission)
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‣ Classifies processes according to their level of management

• Kiviat Diagram

‣ Allows to see things on different dimensions and make comparisons/represent confrontation

There are different levels of it, according to different visions of the previous ones:

• Initial/Chaotic

• Managed/Reactive

• Defined

• Quantitatively managed/Proactive/Service

• Optimizing/Predictive/Value

We also need metrics able to compare maturity in a good way. Examples are:

• CSF – Critical Success Factor, which is required for ensuring the success of a company or an orga-
nization

• KPI – Key Performance Indicator, a quantifiable measure of performance over time for a specific
objective

Maturity can be achieved through training:

• Efficiency and Effectiveness

• Work ethic

• Problem solving

• Communication skills

• Teamwork

Lastly, some management fundamentals:

• Management depends on (Yes/No), (On, Off), (1,0)

• The ability to say yes or no based on a specific information and in a specific situation/condition

• The rest is an extra supporting capabilities

Some other material from Moodle/slides as integration:

• What is IT Governance - here

• What is IT Governance | IT Governance - here
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3. 03 - ITIL and ITSM

3.1. Service Management for ITIL-4

Service Management

• Definition: “A set of specialized organizational capabilities for enabling value for customers in the
form of services”

• The way you manage the information systems and deliver value to the customers encompasses all
activities that an enterprise performs, maintaining control of operations

• Allows products and services to bring value and has to react flexibility to change

• Organizational capabilities understand value, nature and scope of stakeholders, organizing capacity
and ability the best way possible

• The provider delivers the service, and the consumer receives value; the consumer plays no role in
creating value for themselves, given complex and interdependent relationships

• There are different methodologies and ITIL is one of them, which is process-centric

• Based on 4 P’s: Persons, Processes, Products, Partners

There are different Service Management (ITSM) methodologies (choice of methods depends on the rel-
evancy/abstraction levels):

• Six Sigma

‣ A framework developed by Motorola with tools for data analysis to support process improvement
and reduce service flaws

• TOGAF (The Open Group Architecture Framework)

‣ A framework designed to give businesses a structure and methodology when implementing tech-
nology, especially software

• USMBOK (Universal Service Management Body of Knowledge)

‣ This isnʼt a framework but provides additional information and documentation for ITSM resources

3.2. ITIL and different versions

ITIL - (Information Technology Infrastructure Library)

• Definition: “Set of guidelines for IT infrastructures, helping business evaluate services for required
improvement, making implementations easy for businesses and crafting strategies to take decisions”

• Born thanks to figures like Margaret Thatcher expressed the importance of getting value from the
technology

• Need to standardize IT practices across different government functions

• 4 versions, basically incorporating wider practice standards, being more accessible and adopting a
lifecycle approach
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• We focus on ITIL 4

Service Management (ITSM) vs ITIL: whatʼs the difference?

• Service Management relates to how you manage the services you deliver to your business partners or
customers

• ITIL is simply one of many items you may have in your toolbox to help you do this well

Between different versions:

• Important to connect business with infrastructure management

• Each part of the company has its own responsibility

• Handling resources the best way requires a credible design, going smoothly and transitioning easily

• Different processes overlap, giving value to each other

Has ITIL V4 dropped the ITIL V3 service lifecycle?

• A key innovation of ITIL V3 was the introduction of the service lifecycle

‣ Consisting of five service lifecycle stages

‣ The ITIL V3 processes are distributed across this service lifecycle; for instance, the incident man-
agement process is part of the service operation stage

‣ ITIL V4 has dropped most references to the service lifecycle, but continual improvement has re-
mained a key concept

Below, you can see a figure detailing the big picture of ITIL:

Figure 1: ITIL 4 - The big picture
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To be more precise for you (to be seen after you know other content):

• Lifecycle is the SVS of Itil 4, basically

• In ITIL 4, the guiding principles are definitely prominent and processes are replaced by practices

• It focuses on integrating with existing technologies and practices like DevOps, Agile and Lean

• It promotes an inclusive working environment that drives successful service management

• Designed to be more agile and to adapt to the fast-evolving nature of modern IT. It provides organi-
zations with the flexibility to adapt to changes quickly and efficiently without being prescriptive.

Some other material from Moodle/slides as integration:

• Behvaiour and ITIL 4 - https://www.axelos.com/resource-hub/blog/behaviour-and-itil-4 [here]

• ITIL 4 Foundation: a universal guide to service managementhere

• ITIL v4 Big Picture - https://www.youtube.com/watch?v=1ZqhiwEAtTA [here]
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4. 04 - Service Management concepts

4.1. Overview

ITIL v4 expanded scope compared to previous versions:

• Approaching with the correct logic problems in a different way

• Acting directly on the organizational culture and operational practices

• Overtime, the ITIL scope became wider and wider

• Creating a chain between services and users, determining how to control CI

It became wider and wider:

• Based on practices (34) grouped into 3 areas

• Beyond the IT, closer to corporate governance

• Principle-centric

• It helps to create the expected value and deliver it

• Preventing risks and measuring/reporting

Just a brief example of how organizational aspects impact the business.

An improvement project failed to create the expected value because the team did not spend enough
time thinking about how successful the solution would be.

What would have helped to prevent this failure?

• Kanban

• Risk management

• Measurement and reporting

• Cascading objectives

In order to fully understand the topics that we will cover during the course, it is necessary to create a
common glossary. Some concepts and themes will then follow, which must remain clear in your mind.

4.2. Processes and procedures

Process

• Series of actions which are carried out in order to achieve a particular result

‣ Input well-defined

‣ Through following standard procedures

‣ Output is granted

• Objectives are clearly described as is the way in which they are to be achieved
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• An organization can use multiple processes, which can be monitored one by one and have defined
inputs/outputs

• People have to become responsible in using and controlling them, with a good monitoring/control
tool

‣ To be more efficient/effective

‣ To avoid conflicts of interest through clear roles/responsibilities definition

‣ Carry out activities across multiple departments linked to a single result, so it is controlled more
easily as a single process

‣ Improve the organization setting the “norm” and then measuring the results against it

Processes vs Procedures:

• Processes

‣ They are about what needs to be done

‣ Structured workflows designed to achieve objectives

‣ Activities at the highest level and often represent a standard for the entire organization

‣ They contain a greater level of detail and describe who performs certain activities within a process

‣ Can be divided into series of tasks

‣ Each one has a process owner

• Procedures

‣ They are about how to do it

‣ Step-by-step instructions on how to perform specific tasks within processes

‣ Contain a greater level of detail and describe who performs certain activities within a process

‣ May change between various departments or activities

In both cases, policies are high-level statements that set the direction, intent, and rules governing an
organization’s actions and decision-making.

• Quality here helps making continuous improvement according to standards, then applying PDCA
at multiple stages

• One of the main problems for many organizations is that roles and responsibilities are not clearly
defined

• Many tasks and risks of confusion

Example for Policy vs Processes vs Procedures:

• Policy

‣ Each school must hold a fire drill each month
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• Process

‣ Teachers will lead students outside to the schoolyard, while school principals oversee the process

• Procedure

‣ Teachers in Hall A will lead students out of the building through door A

‣ Teachers in Hall B will lead students out of the building through Door B

(Keep in mind that processes/procedures themselves are only useful logically, there are not many ques-
tions on the topic - they are more to introduce the concept of Service Management itself)

4.3. IT Service Management and definitions

The most important concepts of service management include:

• The nature of value and value co-creation

• Organizations, service providers, service consumers, and other stakeholders

• Products and services

• Service relationships

• Value: outcomes, costs, and risks

Service Management

• A set of specialized organization capabilities for enabling value to customers in the form of service

• Several capabilities involved

‣ Specialized organizational capabilities mentioned in the definition requires an understanding of:

– The nature of value

– The nature and scope of the stakeholders involved

– How value creation is enabled through services

‣ Organizational capabilities refers to having both the capacity and the ability to perform the func-
tions required:

– The purpose of an organization is to create value for stakeholders

– Organize your people to best support the activities, practices and processes

• Several objectives

‣ Process-oriented approach to deliver customer focused IT services

‣ Reduce TCO (total cost of ownership) by increasing the service level more and more

‣ React to continuous change, flexibility

‣ IT tasks need to be done in a less expensive way
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‣ The intent during the implementation of ITIL processes is to support the business, not to impose
an organization’s business processes

IT Service Management (ITSM)

• Discipline that deals with planning, designing and managing the Information Technology (IT) sys-
tems of an organization

• IT service providers can no longer afford to focus only on technology, they must now consider the
quality of the services they provide and focus on the relationship with the customer

Organization

• Definition: “A person or a group of people that has its own functions, responsibilities, and relation-
ships to achieve its objectives”

• The purpose of an organization is to create value for stakeholders

• Vary in size and complexity and hold different roles

Value

• Definition: “The perceived benefits, usefulness, and importance of something”

• Based on the recipient’s perception, which determines the final perceived value

• There is value co-creation: made through collaboration between service provider and consumer, pro-
viding active consumer engagement

• Organizations provide different roles, depending on perspective under discussion

Service Provider

• Definition: “A role performed by an organization in a service relationship to provide services to con-
sumers”

• Clear understanding on who the customers are and understand their role and relationships - delivers
the service, creating new resources or modifying existing ones

Service Consumer

• Definition: “A role performed by an organization in a relationship that uses (or consumes) those
services”

• The consumer can use its new or modified resources to create its products to address the needs of
another target consumer group, thus becoming a service provider

Service relationships are different and complicated: one can be both a supplier and a consumer at the
same time. There are infact different roles involved in service consumption:

• Customer:

‣ Definition: “A person who defines the requirements for a service and takes responsibility for the
outcomes of service consumption” - receives value and plays no role in creating the value for
himself
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• User:

‣ Definition: “A person who uses services”

• Sponsor:

‣ Definition: A person who authorizes budget for service consumption - also, approves the cost of
services

Beyond the consumer and provider roles, there are usually many other stakeholders that are important
to value creation.

• Examples include individual employees of the provider organization, partners and suppliers, in-
vestors and shareholders, government organizations such as regulators, and social groups

Organizations own or have access to a variety of resources, including people, information and tech-
nology, value streams and processes, and suppliers and partners.

Service

• Definition: “A means of enabling value co-creation by facilitating outcomes that customers want to
achieve without the customer having to manage specific costs and risks”

• It may be based on a product

Product

• Definition: “A configuration of an organizationʼs resources designed to offer value for a consumer”

• It combines and simplifies organization’s services

• Created with several target consumer groups in mind (not exclusive to one)

• Typically complex and not fully visible to the consumer

Service providers present their services to consumers in the form of service offerings, which describe
one or more services based on one or more products.

Service offering

• Definition: “A formal description of one or more services, designed to address the needs of a target
consumer group. A service offering may include goods, access to resources, and service actions.”

• These may include goods to be supplied to a consumer, access to resources granted to a consumer
and service actions performed to address a consumer’s needs

Service relationship

• Definition: “A corporation between a service provider and service consumer, including service pro-
vision, service relationship management”

• They are established between two or more organizations to co-create value

• In a service relationship, organizations will take on the roles of service providers or service con-
sumers (not mutually exclusive)

• Joint activities to ensure continual value co-creation
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When services are delivered by the provider, they create new resources for service consumers, or mod-
ify their existing ones.

The service consumer can use is new or modified resources to create its products to address the needs
of another target consumer group, thus becoming a service provider.

Service provision

• Definition: “The activities performed by an organization to provide the services”

• It includes provider resources management, access to those ones, fulfillment of actions and continual
improvement

Service consumption

• Definition: “The activities performed by an organization to consume the services”

• It includes management of consumer’s resources and service actions performed by users

Achieving desired outcomes requires resources (and therefore costs) and is often associated with risks.
Service providers help their consumers to achieve outcomes, and in doing so, take on some of the
associated risks and costs.

Acting as a service provider, an organization produces outputs that help its consumers to achieve cer-
tain outcomes.

Output

• Definition: “A tangible or intangible deliverable of an activity”

Outcome

• Definition: “A result for a stakeholder enabled by one or more outputs”

• Services facilitate outcomes through one or more outputs

• One should care more about the outcome for this reason, creating metrics measuring those

• These allow for balancing between value achievement, enabling cost reduction if there is value co-
creation

‣ This allows for changing in value proposition, allowing to fully understand the outcomes a con-
sumer wants to achieve and to pose business agreements on those

‣ As seen in Figure 2, this needs to be carefully balanced according to the specific needs
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Figure 2: Achieving value: outcomes, costs, and risks

Cost

• Definition: “The amount of money spent on a specific activity or resource”

• There are costs removed or imposed from the consumer by the service. Both types of costs are part
of the value proposition

Risk

• Definition: “A possible event that could cause harm or loss or make it more difficult to achieve ob-
jectives. Can also be defined as uncertainty of outcome and can be used in the context of measuring
the probability of positive outcomes as well as negative outcomes”

• It should be avoided (removed from service) but also accepted (when cost is considered low), trans-
ferring it but also mitigating it

To evaluate whether a service or service offering will facilitate the outcomes desired by the consumers
and therefore create value for them, the overall utility and warranty of the service should be assessed.

Value is created from utility and warranty.

Utility

• Definition: “The functionality offered by a product or service to meet a particular need”

• Utility can be summarized as “what the service does” and can be used to determine whether a service
is “fit for purpose”

• To have utility, a service must either support the performance of the consumer or remove constraints
from the consumer. Many services do both.

Warranty

• Definition: “Assurance that a product or service will meet agreed requirements”

• It can be summarized as “how the service performs” and can be used to determine whether a service
is “fit for use”
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• It often relates to service levels aligned with the needs of service consumers. This may be based on
a formal agreement, or it may be a marketing message or brand image

• Warranty typically addresses such areas as the availability of the service, its capacity, levels of secu-
rity and continuity

‣ A service may be said to provide acceptable assurance, or “warranty”, if all defined and agreed
conditions are met

Some other material from Moodle/slides as integration:

• Introduction - here

• Key-Concepts and Definitions 1 - here

• Key-Concepts and Definitions 2 - here

• Key-Concepts and Definitions 3 - here
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5. 05 - 4 Dimensions of Service Management

To achieve their desired outcomes and work as effectively as possible, organizations should consider
all aspects of their behaviour. In practice, however, organizations often become too focused on one
area of their initiatives and neglect the others.

To support a holistic approach to service management, ITIL defines four dimensions that collectively
are critical to customers and stakeholders value:

1. Organizations and people

2. Information and technology

3. Partners and suppliers

4. Value streams and processes

Figure 3: The four dimensions of service management

These four dimensions represent perspectives that are relevant to the whole SVS, including the entirety
of the service value chain and all ITIL practices and are constrained/influenced by several external
factors beyond the SVS control. Failing to address all four dimensions adequately may result in services
becoming undeliverable or not meeting expectations of quality or efficiency.

5.1. 1° Dimension - Organizations and People

• Key message: “The complexity of organizations is growing, and it is important to ensure that the
way an organization is structured and managed, as well as its roles, responsibilities, and systems of
authority and communication, is well defined and supports its overall strategy and operating model”

• Every person should have a clear understanding of their contribution, so to break down organiza-
tional silos

• Focus on value is a key for an organization, covering all roles, responsibilities, culture and compe-
tencies as a whole
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• Organizational structure changes: horizontal ones are more agile, while vertical ones are more
process driven. Continual training and development of the workforce and culture of shared values
and attitudes starts at the top and funnels down throughout the whole company.

5.2. 2° Dimension - Information and Technology

• Key message: “When applied to the Service Value System - SVS, the information and technology di-
mension includes the information and knowledge necessary for the management of services, as well
as the technologies required. It also incorporates the relationships between different components of
the SVS, such as the inputs and outputs of activities and practices.”

• Information management has challenges such as security and regulatory compliance requirements

• Requires different tools and knowledge bases, collaborating across different platforms (both AI/ML
and cloud/remote tools)

• When applied to the SVS, it includes the information and knowledge necessary to manage services
and the technologies required

• It incorporates the relationships between different components of the SVS, such as the inputs and
outputs of activities and practice

• Technology that supports IT Service Management ensures the business can function properly - some-
times the technology may be used in both areas

• For many services, information management is the primary means of enabling customer value

• Remember, roles and responsibilities are NOT a key focus of the “information and technology” di-
mension

5.3. 3° Dimension - Partners and Suppliers

• Key message: “The partners and suppliers dimension encompasses an organization’s relationships
with other organizations that are involved in the design, development, deployment, delivery, sup-
port, and/or continual improvement of services. It also incorporates contracts and other agreements
between the organization and its partners or suppliers”

• This may involve several relationships with formal contracts and flexible partnerships

‣ Partnership: sharing of common goals and risks + collaborations to achieve desired outcomes

‣ Supplier: formal contracts + clear separation of roles

• An organization can both act as a service provider and a service consumer

• When using those partners and suppliers, an organization’s strategy should be based on its goals,
culture and business environment - relying as much as possible on resources and not on partners
and suppliers

• Service integration allows for coordination of service relationships, which may be kept inside of an
organization but also delegated to trusted partners or may be kept within the organization but del-
egated to trusted partners
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Different factors may influence supplier strategies:

• Strategic focus (on organization’s core competencies) - focus on core competency and outsource
non-core to third parties

• Corporate culture (cultural/historical bias) - some organizations have a historical preference for one
approach over the other and cultural bias may be resistant to change

• Resource scarcity (without having suppliers) - if we are short on resources and skillsets, may be
difficult for the service provider to acquire what the suppliers need to engage

• Cost concerns (by decisions of service provider) - decisions may be influenced by economical reasons
and requirements

• Subject matter expertise (less risky to use experts)

• External constraints (e.g., policies) - government regulation or policy, social, political, legal codes

• Demand patterns (seasonal or high degrees of availability) - customer demand may vary or be sea-
sonal, demonstrating different degrees of availability

5.4. 4° Dimension - Value Streams and Processes

• Key message: “Applied to the organization and its SVS, the value streams and processes dimension
is concerned with the various parts of the organization work in an integrated and coordinated way
to enable value creation through products and services.”

• “The dimension focuses on what activities the organization undertakes and how they are organized,
as well as how the organization ensures that it is enabling value creation for all stakeholders effi-
ciently and effectively”

• A value stream is a series of steps taken to create and deliver products and services to consumers

‣ Each value stream must be designed for a specific scenario

• A process is a set of interrelated or interacting activities that transforms inputs into outputs

• A well-defined process can improve productivity, be optimized and automated

Service providers do not operate in isolation. They are affected by many external factors, and work
in dynamic and complex environments that can exhibit high degrees of volatility and uncertainty and
impose constraints on how the service provider can work.

5.5. PESTLE

To analyze these external factors, frameworks such as the PESTLE (or PESTEL) model are used.

• PESTLE is an acronym for the Political, Economic, Social, Technological, Legal, and Environmental fac-
tors that constrain or influence how a service provider operates

Some examples:

• Environmental concerns may lead to investing in green technologies, partnering with eco-friendly
providers
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• Economic and social factors may drive creating different product/service tiers for different consumer
segments (e.g. free vs premium streaming services)

• Data protection laws/regulations like GDPR impact how customer data is collected, processed, ac-
cessed, stored and how companies work with partners/suppliers

• Political factors, social attitudes can shape organizational policies and practices

The following is an example on how to apply the four dimensions of service management:

• Organization & People

‣ How to organize our Team?

‣ How to organize communication, how to escalate, how to decide how many people we need…etc.

‣ Qualification, Hiring, paying salaries, testing…etc.

• Information & Technology

‣ How to register the incident?

‣ Relationship between incidents, using technologies, software, hardware… etc.

‣ Incident workflow, reports, events, communicate data and share them

• Partner & Suppliers

‣ How to communicate?

‣ How to choose suppliers, wo we need partnership?

‣ Do we need external team for specific products like: printers, IPTV?

• Value Streams & Processes

‣ How to build the incident process?

‣ Who is the owner of this process?

‣ How to manage and how to monitor?

Some other material from Moodle/slides as integration:

• The Four Dimensions Model - here

• The Four Dimensions Model Details - here

• ITIL® 4 - First Dimension - Organizations and People here

• ITIL® 4 - Second Dimension - Information and Technology - here

• ITIL® 4 - Third Dimension - Partners and Suppliers - here

• ITIL® 4 - Fourth Dimension - Value Streams and Processes - here

• ITIL® 4 - External Factors - here
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6. 06 - Service Value System

For Service Management to function properly, it needs to work as a system.

• Key message: “The ITIL SVS describes how all the components and activities of the organization work
together as a system to enable value creation. Each organization’s SVS has interfaces with other
organizations, forming an ecosystem that can in turn facilitate value for those organizations, their
customers, and other stakeholders”.

• To avoid the presence of organizational silos (fragmentation in precise parts of organization which
may reduce efficiency), requiring integration and coordination between teams and activities

• Has to ensure the organization continuously co-creates value with all stakeholders through use of
products and services

• Supports various work approaches which regards the whole organization

The key inputs to the SVS are:

• Opportunities represent options or possibilities to add value for stakeholders or otherwise improve
the organization

• Demand is the need or desire for products and services among internal and external consumers

Opportunity and demand trigger activities within the ITIL SVS, and these activities lead to the creation
of value. Opportunity and demand are always entering into the system, but the organization does not
automatically accept all opportunities or satisfy all demand.

The outcome of the SVS is:

• Value, that is, the perceived benefits, usefulness, and importance of something. The ITIL SVS can
enable the creation of many different types of value for a wide group of stakeholders.

6.1. Components

Figure 4: The ITIL service value system

As Figure 4 shows, the ITIL SVS includes the following components:

• Guiding principles: Recommendations that can guide an organization in all circumstances, regardless
of changes in its goals, strategies, type of work, or management structure
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• Governance: The means by which an organization is directed and controlled

• Service value chain: A set of interconnected activities that an organization performs to deliver a
valuable product or service to its consumers and to facilitate value realization

• Practices: Sets of organizational resources designed for performing work or accomplishing an ob-
jective

• Continual improvement: A recurring organizational activity performed at all levels to ensure that an
organization’s performance continually meets stakeholders’ expectations

Given it will be asked many times to you in ITIL quizzes: the four dimensions of management are NOT
a component of the SVS.

Organizational silos can form in many ways and for many different reasons.

• Silos can be resistant to change and can prevent easy access to the information which can reduce
efficiency and increase both cost and risk

• Silos make it more difficult for communication or collaboration to occur across different groups

The architecture of the ITIL SVS specifically enables flexibility and discourages siloed working.

• The service value chain activities and the practices in the SVS can be combined in multiple value
streams to address the needs of the organization in a variety of scenarios

• Organizations should be able to define and redefine their value streams in a flexible, yet safe and
efficient manner

• This requires continual improvement activity to be carried out at all levels of the organization; the
ITIL continual improvement model helps to structure this activity

• The ITIL SVS supports many work approaches with a flexible value-oriented operating model

• The scope of the SVS can be a whole organization or a smaller subset of that organization

• Include the whole organization in the scope to achieve the maximum value from the SVS and to
properly address the issue of organizational silos

Some other material from Moodle/slides as integration:

• The Service Value System - here
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7. 07 - Guiding Principles

A guiding principle:

• “A recommendation that guides an organization in all circumstances, regardless of changes in its
goals, strategies, type of work, or management structure. It’s universal and enduring”

• It is intended to help an organization adopt and adapt ITIL guidance

The guiding principles embody the core messages of ITIL and service management in general, support-
ing successful actions and good decisions of all types and at all levels, as Figure 5 shows:

• These are incorporated in many frameworks and methodologies, such as Lean, Agile, DevOps and
COBIT

• Organization should apply them considering how they are relevant and how they apply together,
reviewing them for each occasion and determining how appropriate they are

• They apply to any initiative and to all relationships/groups with stakeholders

Figure 5: ITIL Guiding Principles

7.1. 1° Principle - Focus on value

• All activities conducted by the organization should link back, directly or indirectly, to value for itself,
its customers, and other stakeholders

• You have to focus on value at every step of the improvement and is primarily concerned at consumer
revenue and growth

• Understand who the consumer is, his perspectives of value, his experience and how to bring opera-
tional activity at best during initiatives
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7.2. 2° Principle - Start where you are

• Don’t remove what was done in the past, instead use what’s already available to be leveraged - it
recommends using existing services, processes and tools when improving services

• Assess where you are now and measure precisely how to be accurate with what you have, applying
skills and re-use, using measurement

• Measure your outcomes, not your outputs, so to have accurate information, measurement support-
ing the analysis

7.3. 3° Principle - Progress iteratively with feedback

• Resist the temptation to do everything at once. Even huge initiatives must be accomplished itera-
tively

• By organizing work into smaller, manageable sections that can be executed and completed in a timely
manner, the focus on each effort will be sharper and easier to maintain

• Working in a time-boxed and embedded feedback loops allows for greater flexibility, faster responses
to needs, the ability to respond to failure earlier, and an overall improvement in quality

• Feedback loop occurs when part of the output of an activity is used as a new input

‣ Feedback is essential, comprehending the whole but doing things precisely and completely, so to
change the ecosystem

‣ Continually reevaluate reflecting changes and utilizing feedback after each iteration

‣ This has to be done flexibly and together

7.4. 4° Principle - Collaborate and promote visibility

• When initiatives involve the right people in the correct roles, efforts benefit from better buy-in, more
relevance (because better information is available for decision-making) and increased likelihood of
long-term success

• This emphasizes the need to understand the flow of work in progress, identify bottlenecks, and un-
cover waste, ensuring better information is available for decision making, understanding the flow of
the work and identifying excess capacity

‣ A lack of visibility leads to poor decision making

• Collaboration is about working together and increasing visibility and does not mean consensus

‣ An example could be the stakeholder to review a planned change

• Improvement may take a lower priority, but requires collaborative and holistic work

• Communication should be done the right way and decisions only made on visible data, communi-
cating in a way audience can hear

• Data should be clearly understandable (e.g., kanban boards, information radiators), since decisions
can only be made in visible data
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7.5. 5° Principle - Think and work holistically

• No service, practice, process, department, or supplier stands alone. The outputs that the organization
delivers to itself, its customers, and other stakeholders will suffer unless it works in an integrated
way to handle its activities as a whole, rather than as separate parts

• All the organization’s activities should be focused on the delivery of value, and this is primarily
concerned with end-to-end service delivery

• Recognize the system complexity, work through collaboration and look for patterns between ele-
ments, facilitating work

• This allows to understand the methods applicable to complex systems and works in conjunction to
all other guiding principles, to apply multiple ones at a time

7.6. 6° Principle - Keep it simple and practical

• Always use the minimum number of steps to accomplish an objective. Outcome-based thinking
should be used to produce practical solutions that deliver valuable outcomes

• If a process, service, action, or metric fails to provide value or produce a useful outcome, then elimi-
nate it. Although this principle may seem obvious, it is frequently ignored, resulting in overly com-
plex methods of work that rarely maximize outcomes or minimize cost

• Judge what to keep, find conflicting objectives and ensure better value at all levels, with the right
people and with the right number of things, achieving goals simply

7.7. 7° Principle - Optimize and automate

• Organizations must maximize the value of the work carried out by their human and technical re-
sources

• Optimization means taking something to make it as effective and useful as it can be

• Automation means using technology to perform a step or series of steps correctly and consistently,
automating frequent and repetitive tasks

‣ Remember: first simplify/optimize, then automate (frequent question), defining your metrics

• Technology can help with limited or no human intervention organizations to scale up and take on
frequent and repetitive tasks, allowing human resources to be used for more complex decision-mak-
ing

• However, technology should not always be relied upon without the capability of human interven-
tion, as automation for automation’s sake can increase costs and reduce organizational robustness
and resilience

• Important is, that automation is not done for automation sake. It needs to be clear beforehand how
the automation will help the complete organization to increase value
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• When applying this principle, follow the previous ones wisely:

-Progress iteratively with feedback

– Iterative optimization and automation will make progress visible and increase stakeholder buy-in
for future iterations

• Keep it simple and practical

– It is possible for something to be simple, but not optimized, so use these two principles together
when selecting improvements

• Focus on value

‣ Selecting what to optimize and automate and how to do so should be based on what will create
the best value for the organization

• Start where you are

‣ The technology already available in the organization may have features and functionalities that
are currently untapped or under-utilized

Some other material from Moodle/slides as integration:

• The Guiding Principles Summary here

• The Guiding Principles here

• Kubernetes Explained in 100 Seconds here

• Start Where You Are - ITIL Practitioner Guiding Principles - here
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8. 07.a - Other philosophies

(Note: on this part there is basically never any direct question in official ITIL4 quizzes; nevertheless,
they were definitely encountered multiple times during other means and some little questions may
revolve about their existence)

ITIL Guiding Principles are reflected in many other frameworks, methods, standards, philosophies,
and/or bodies of knowledge, such as Lean, Agile, DevOps, and COBIT. This allows organizations to
effectively integrate multiple methods into an overall approach to service management.

These are summarized by the following:

Figure 6: List of other philosophies

8.1. Lean approach

This is applied since 1988 in many things: construction, government, higher education, integration,
IT, laboratory, manufacturing, product development, project management, services, software develop-
ment, startup.

• We focus on Lean IT, eliminating whatever does not add value to products or services

• Value is defined from the customer’s perspective

• Only what the customer is willing to pay for adds value

• Everything else is considered waste (called muda)

‣ Different types of waste existing: defects, overproduction, waiting, non-value added processing,
transportation, excess of inventory/motion, unused employee knowledge - for each, different busi-
ness outcomes are considered bad

• It applies to all fields of business and identifies several types of waste in all production levels and
applies in IT to products and services as well

• Ensures information flows smoothly and eliminates bottlenecks

• Linkages between elements sometimes create a cascade of waste (the so-called domino effect)

‣ For example, a faulty load balancer (waste element: Defects) that increases web server response
time may cause a lengthy wait for users of a web application (waste element: Waiting), resulting
in excessive demand on the customer support call center (waste element: Excess Motion) and, po-
tentially, subsequent visits by account representatives to key customersʼ sites to quell concerns
about the service availability (waste element: Transportation)
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‣ In the meantime, the company’s most likely responses to this problem — for example, introducing
additional server capacity and/or redundant load balancing software), and hiring extra customer
support agents — may contribute yet more waste elements (Overprovisioning and Excess Inven-
tory)

8.2. Agile approach

• Set of software development methods developed in response to CMMI, RUP, PMBOK creating fat
development processes - encompassing many variants, some focusing on practices, others on man-
aging the flow of work, others covering full development life

• Instead of having one big project approached together (big bang), an agile team delivers work in
small, consumable increments

• Requirements, plans, and results are evaluated continuously so teams have a natural mechanism for
responding to change quickly

• Key concepts include cross-functional teams, prioritizing user stories by business value, time-boxed
sprints or iterations, daily standups, and continuous customer feedback

• Based on 12 principles of the Agile manifesto:

‣ Customer satisfaction by early and continuous delivery of valuable software

‣ Welcome changing requirements, even in late development.

‣ Deliver working software frequently (weeks rather than months)

‣ Close, daily cooperation between business people and developers

‣ Projects are built around motivated individuals, who should be trusted.

‣ Face-to-face conversation is the best form of communication (co-location)

‣ Working software is the primary measure of progress.

‣ Sustainable development, able to maintain a constant pace

‣ Continuous attention to technical excellence and good design

‣ Simplicity—the art of maximizing the amount of work not done—is essential

‣ Best architectures, requirements, and designs emerge from self-organizing teams.

‣ Regularly, the team reflects on how to become more effective, and adjusts accordingly
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8.3. Scrum approach

• One of the more well known agile methods for project management, and has as one of its origins
concepts from Lean Thinking

• In Scrum, cross-functional teams work in short, time-boxed sprints (usually 2-4 weeks) to achieve
specific goals

• It uses some form of kanban system to visualize and limit work in progress, and follows the PDCA
cycle with continuous improvements, which is the base of Lean

• Has different roles and planning reviews to accompany the organization work

8.4. DevOps approach

• A set of practices that combines software development (Dev) and IT operations (Ops) to shorten the
life cycle from developing a plan to releasing and operating software products and services. The goal
is to rapidly deliver applications and services iteratively through automation

• Basically, DevOps is when dev teams that make stuff are also the ones responsible for the support
of their own software in production - end-to-end ownership

• DevOps is complementary to agile software development; several DevOps aspects came from the
agile way of working

Here, we apply the Seven Guiding Principles:

• Focus on value

• Start where you are

• Progress iteratively with feedback

• Collaborate and promote visibility

• Think and work holistically

• Keep it simple and practical

• Optimize and automate

Some other material from Moodle/slides as integration:

• Genba, Genbutsu, Genjitsu (3G) - here

• What is Kaizen - here

• What is DevOps? - here
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9. 08 - Service Value Chain

The central element of the SVS is the service value chain, which is:

• “An operational model which outlines the key activities required to respond to demand and facilitate
value realization through the creation and management of products and services”

Other features we can list:

• They are not a linear sequence of actions, runnable in a flexible way having strong interrelationships,
which usually starts with the engagement of stakeholders but not always

• Overlaps between different activities exist so to see the feedback loops which should be present be-
tween each part of the service value chain via improvement cycle

• Perceived value drives the demand for the next order, service, iteration of service relationships

• Instead, a service value stream can be seen as “specific combinations of activities and practices and
each one is designed for a particular scenario”

• They allow to carry out specific tasks or to respond to particular situations, combining activities and
practices for many scenarios

• Once designed, value streams should be subject to continual improvement

• These activities represent the steps an organization takes in the creation of value

‣ Each activity transforms inputs into outputs

‣ All activities are interconnected, each receiving and providing triggers for further actions

• To convert inputs into outputs, the value chain activities use different combinations of ITIL practices

‣ Drawing on internal or third-party resources, processes, skills, and competencies as required

• Understanding the activities and the service value chain, and how they interconnect, describes the
interconnected nature of the service value chain, adapting to each context

Regardless of which practices are deployed, there are some common rules when using the service
value chain:

• All incoming/outgoing interactions with parties external to the value chain are performed via engage
activity

• All new resources are obtained through obtain/build activity

• Planning at all levels is performed via plan activity

• Improvements at all levels are initiated and managed via improve activity

• Integration and coordination between design & transition, obtain/build, and delivery & support activ-
ities

Let’s go into the detail of each value chain activity, which you can briefly see from Figure 7 (remember
their name precisely, some ITIL quizzes may ask you to remember the name exactly).
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Figure 7: The ITIL service value chain

9.1. Plan

• Ensure a shared understanding of the vision, current status, and improvement direction for all four
dimensions and all products and services across the organization

Inputs:

• Governance policies and constraints

• Demands and opportunities from stakeholders

• Performance data and improvement plans

• Information on new or changed products/services

Outputs:

• Strategic, tactical, and operational plans

• Decisions and policies for design & transition

• Feedback for improvement initiatives

• Portfolio and contract requirements for engagement

9.2. Improve

• Ensure continual improvement of products, services and practices across all value chain activities
and the four dimensions of service management

Inputs:

• Performance data from deliver & support

• Stakeholder feedback, info about third-party components from engage

• Knowledge about new/changed products/services from design & transition and obtain/build
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• Performance metrics and improvement opportunities from all value chain activities

Outputs:

• Improvement initiatives and plans for all value chain activities

• Performance information from plan and governance body

• Status reports on improvement initiatives

• Contract and agreement requirements for engage

• Service performance data for design & transition

9.3. Engage

• Provides a good understanding of stakeholder needs, continual engagement, and transparency, and
maintains good relationships with all stakeholders

Inputs:

• Product and service portfolio

• Demand from customers and detailed requirements

• Feedback, incidents, and requests from users

• Completion data of user support tasks

• Marketing opportunities

• Cooperation and feedback from partners/suppliers

• Contract requirements from all activities

• Knowledge about products/services and third-party components

• Performance data

• Improvement initiatives and status reports

Outputs:

• Consolidated demands/opportunities

• Product/service requirements

• User support tasks

• Improvement opportunities and feedback

• Change/project initiation requests

• Contracts/agreements with suppliers/partners

• Knowledge about third-party components

• Service performance reports
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9.4. Design and Transition

• Ensure that products and services continually meet stakeholder expectations for quality, cost, and
time to market

Inputs:

• Portfolio decisions, architectures, and policies from plan

• Product and service requirements and knowledge about third-party service components from engage

• Improvement initiatives, plans, status reports and performance information from improve

• Service components and knowledge about new and changed products from obtain/build

Outputs:

• Requirements and specifications for obtain/build

• Contract and agreement requirements for engage

• New and changed products and services for deliver and support

• Knowledge about new and changed products and services for all value chain activities

• Performance information and improvement opportunities for improve

9.5. Obtain/Build

• To ensure that service components are available when and where they are needed, and that they
meet agreed specifications

Inputs:

• Architectures and policies from plan

• Contracts and agreements with suppliers/partners, knowledge about third-party service components
and change/project initiation requests from engage

• Goods and services from suppliers/partners

• Requirements and specifications from design & transition

• Improvement initiatives, plans and status reports from improve

• Change requests from deliver & support

• Knowledge about new/changed products/services from design & transition

Outputs:

• Service components for deliver & support

• Service components for design & transition

• Knowledge about new/changed service components for all value chain activities
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• Contract and agreement requirements for engage

• Performance information and improvement opportunities for improve

9.6. Deliver and support

• To ensure that services are delivered and supported according to agreed specifications and stake-
holders’ expectations

Inputs:

• New and changed products and services from design & transition

• Contracts and agreements with suppliers/partners, user support tasks and knowledge about third-
party service components from engage

• Service components from obtain/build

• Improvement initiatives and plans and improvement status reports from improve

• Knowledge about new/changed service components and services from design & transition and ob-
tain/build

Outputs:

• Services delivered to customers and users

• Information on the completion of user support tasks, contract and agreement requirement for engage

• Product and service performance information for engage and improve

• Improvement opportunities for improve

• Change requests for obtain/build

• Service performance information for design & transition

Some other material from Moodle/slides as integration:

• The Service Value Chain - here

• ITIL v4 Service Value Chain Defined - here

• The Service Value Chain Activities a.k.a. PIEDOD - here

• The Service Value Chain Summary here

• Value Stream Mapping - Explanation Video - here

• A Value Stream example of a bank loan - here

• Learn How Value Stream Mapping Applies to Any Industry or Process - here

• Anatomy of Value Stream - here
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10. 09 - Continual Improvement

Continual improvement allows:

• Aligning an organizationʼs practices and services with changing business needs, through the ongoing
assessment and improvement of each element involved in the management of products and services

• Has a series of principles applicable at every step, not being integral part of a specific framework,
but allowing guidance towards success

Other features:

• It takes place in all areas of the organization and at all levels, from strategic to operational

• To maximize the effectiveness of services, each person who contributes to the provision of a service
should keep continual improvement in mind, and should always be looking for opportunities to
improve

• It applies to the SVS in its entirety, as well as to all of the organizationʼs products, services, service
components, and relationships

• It increases the likelihood that ITSM initiatives will be successful, putting focus on the customers
and ensuring improvements efforts can be linked back to the organization’s vision, dividing work in
small/manageable pieces

To support continual improvement at all levels, the ITIL SVS includes:

• The ITIL continual improvement model, which provides organizations with a structured approach
to implementing improvements as a high-level guide to support all activities

• The “improve” service value chain activity, which embeds continual improvement into the value
chain

• The “continual improvement” practice, supporting organizations in their day-to-day improvement
efforts, in a cohesive and coherent way

It supports multiple steps, as evidenced by Figure 8:

Figure 8: The continual improvement model
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10.1. Step 1: What is the vision?

Key Message:

• Each improvement initiative should support the organizationʼs goals and objectives

1. Translating the vision and objectives so that the context is understood

2. Create a high-level vision for the planned improvement

Focuses on two key areas:

• The organizationʼs vision and objectives need to be translated for the specific business unit, depart-
ment, team, and/or individual, so that the context, objectives, and boundaries for any improvement
initiative are understood

• A high-level vision for the planned improvement needs to be created

The work within this step should ensure that:

• The high-level direction has been understood

• The planned improvement initiative is described and understood in that context

• The stakeholders and their roles have been understood

• The expected value to be realized is understood and agreed

• The role of the person or team responsible for carrying out the improvement is clear in relation to
achieving the organization’s vision

10.2. Step 2: Where are we now?

Key Message:

• The success of an improvement initiative depends on a clear and accurate understanding of the start-
ing point and the impact of the initiative

• An improvement can be thought of as a journey from Point A to Point B, and this step clearly defines
what Point A looks like

• A journey cannot be mapped out if the starting point is not known

Some observations:

• You need to know your starting point to properly plan out your journey

• Conduct current-state assessment of the existing services

• Fix a baseline: report or metric that serves as a starting point against which progress, or change can
be assessed
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10.3. Step 3: Where do we want to be?

Key Message:

• Just as the previous step (Step 2) describes Point A on the improvement journey, Step 3 outlines what
Point B, the target state for the next step of the journey, should look like

• A journey cannot be mapped out if the destination is not clear

Some observations:

• Based on the results of the previous, a gap analysis can be performed, which evaluates the scope and
nature of the distance to be travelled from the starting point to the achievement of the initiative’s
vision

• Some metrics are present such as the Key Performance Indicators (KPIs) and Critical Success Factors
(CSFs), allowing to reach destination and going towards the vision - so, KPI/CSF allow thew organi-
zation to understand where the organization is now

• This allows to clearly fix goals and be useful even for stakeholders

10.4. Step 4: How do we get there?

Key Message:

• The plan for Step 4 can be a straightforward and direct route to completing a single simple improve-
ment, or it may be more involved

• The most effective approach to executing the improvement may not be clear, and it will sometimes
be necessary to design experiments that will test which options have the most potential

Some observations:

• Even if the path to follow is clear, it may be most effective to carry out the work in a series of itera-
tions, each of which will move the improvement forward part of the way

• With each iteration, there is an opportunity to check progress, re-evaluate the approach, and change
direction if appropriate

• Create your plan

• Check progress after each iterative of your plan

• If you fail to plan, then you plan to fail

10.5. Step 5: Take action

Key Message:

• In Step 5 the plan for the improvement is acted upon. This could involve a traditional waterfall-style
approach, but it could be more appropriate to follow an Agile approach by experimenting, iterating,
changing directions, or even going back to previous steps
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Some observations:

• Measuring progress towards the vision

• Managing the risk during these changes

• Ensuring the visibility of the initiative is spread throughout the organization

10.6. Step 6: Did we get there?

Key Message:

• Too often, once an improvement plan is set in motion, it is assumed that the expected benefits have
been achieved, and that attention can be redirected to the next initiative

• In reality, the path to improvement is filled with various obstacles, so success must be validated

Some observations:

• Success is not guaranteed

• Conduct the current state assessment again

10.7. Step 7: Keep the momentum going

Key Message:

• If the improvement has delivered the expected value, the focus of the initiative should shift to mar-
keting these successes and reinforcing any new methods introduced

• This is to ensure that the progress made will not be lost and to build support and momentum for the
next improvements

Some observations:

• Attempt to continue the improvement again across the organization

• If this step is skipped, then it is likely that improvements will remain isolated and independent ini-
tiatives

• It may also be difficult to get support for future improvements
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The following is the correlation matrix between continual improvement steps and guiding principles:

Figure 9: Correlation Matrix between continual improvement steps and guiding principles

Some other material from Moodle/slides as integration:

• Continual Improvement Model - ITIL®4 Foundation - here

• Continual Improvement as a Practice - here
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11. 10 - ITIL Practices

• The ITIL SVS includes 14 general management practices, 17 service management practices, and 3
technical management practices

‣ all of which are subject to the four dimensions of service management

A practice:

• is a set of organized resources designed for performing work or accomplishing an objective

As Figure 10 evidences, there are different of them.

Figure 10: List of ITIL Practices

The origins of the practices are as follows:

• General Management

‣ Have been adopted and adapted for service management from general business management do-
mains

• Service Management

‣ Have been developed in service management and ITSM industries

• Technical Management

‣ Have been adapted from technology management domains for service management purposes by
expanding or shifting their focus from technology solutions to IT services

Each practice:

• Supports multiple service value chain activities

• Includes resources based on the 4 dimensions of service management
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Some other material from Moodle/slides as integration:

• The Most Important Practices Overview - here

• ITIL®4 - HVIT - Architecture Management Practice - here
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12. 11 - General Management Practices

These are the most business-focused set of IT practices that the ITIL defines. Whereas other categories
of ITIL practices focus on deploying and maintaining systems in a technical sense, the primary goal
of ITIL general management is to ensure that IT activities and investments align with business needs.

Out all of the ones present below, the main ones are in red (out of a total of 14):

Figure 11: Overview of general management practices

12.1. Architecture management

Architecture management:

• Has to provide an understanding of all the different elements that make up an organization and how
those elements interrelate, enabling the organization to effectively achieve its current and future
objectives

• It provides the principles, standards, and tools that enable an organization to manage complex
change in a structured and Agile way

• Given the environment to work with is generally complex, we want a way to have better manage-
ment of processes, resources and contracts, making changes easy to implement

There are several types of architecture:

• Business architecture

‣ The business architecture allows the organization to look at its capabilities in terms of how they
align with all the detailed activities required to create value for the organization and its customers

‣ These are then compared with the organizationʼs strategy and a gap analysis of the target state
against current capabilities is performed

‣ Identified gaps between the baseline and target state are prioritized and these capability gaps are
addressed incrementally

‣ A “roadmap” describes the transformation from current to future state to achieve the organiza-
tionʼs strategy

• Service architecture
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‣ This gives the organization a view of all the services it provides, including interactions between the
services and service models that describe the structure (how the service components fit together)
and the dynamics (activities, flow of resources, and interactions) of each service

‣ A service model can be used as a template or blueprint for multiple services

• Information systems architecture, including data and applications architectures

‣ The information architecture describes the logical and physical data assets of the organization,
and the data management resources

‣ It shows how the information resources are managed and shared for the benefit of the organization

‣ Information is a valuable asset for the organization, with actual and measurable value

‣ Information is the basis for decision-making, so it must always be complete, accurate, and acces-
sible to those who are authorized to access it

‣ Information systems must therefore be designed and managed with these concepts in mind

• Technology architecture

‣ The technology architecture defines the software and hardware infrastructure needed to support
the portfolio of products and services

• Environmental architecture

‣ The environmental architecture describes the external factors impacting the organization and the
drivers for change, as well as all aspects, types, and levels of environmental control and their man-
agement

‣ The environment includes developmental, technological, business, operational, organizational, po-
litical, economic, legal, regulatory, ecological, and social influences

12.2. Continual improvement

Continual improvement:

• Allows to align the organization’s practices and services with changing business needs through the
ongoing improvement of products, services, and practices, or any element involved in the manage-
ment of products and services

• Commitment and practice of continual improvement should be engrained into everything an orga-
nization does, aligning with its culture and strategy

Key activities that are part of continual improvement practices include:

• Encouraging continual improvement across the organization

• Securing time and budget for continual improvement

• Identifying and logging improvement opportunities

• Assessing and prioritizing improvement opportunities

• Making business cases for improvement action
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• Planning and implementing improvements

• Measuring and evaluating improvement results

• Coordinating improvement activities across the organization

The ITIL SVS includes the continual improvement model, which can be applied to any type of improve-
ment, from high-level organizational changes to individual services and configuration items (CIs).

• There can be different techniques employed to do just that, eliminating waste, working holistically
and ensuring improvements work at all levels of the organization

Approaches to continual improvement can be found in many places:

• SWOT analysis

• Balanced scorecard review

• Internal and external assessments and audits

• Lean methods provide perspectives on the elimination of waste

• Agile methods focus on making improvements incrementally

• DevOps methods work holistically

Although there are several methods available, organizations should not try to formally commit to too
many different approaches.

• Continual improvement is everyoneʼs responsibility

• Although there may be a group of staff members who focus on this work full-time, it is critical that
everyone in the organization understands that active participation in continual improvement activ-
ities is a core part of their job

• A continual improvement register (CIR) is a database or structured document to track and manage
improvement ideas from identification through to final action (basically, a backlog)

• The continual improvement practice is integral to the development and maintenance of every other
practice as well as to the complete lifecycle of all services and indeed the SVS itself, continually
improving via:

‣ Planning activities, methods and techniques

‣ Improving resources, management at all levels

‣ Engage/design/transition continual improvement applying them at all activities of value chain

• Software lifecycle has the following steps in order: Ideation, Design, Develop, Deploy, Test, Operate,
Retire
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12.3. Information security management

Information security management has two main purposes:

• Protect the information needed by the organization to conduct its business

• Understanding and managing risks to the confidentiality, integrity, and availability of information

The required security is established by means of policies, processes, behaviours, risk management, and
controls, which must maintain a balance between:

• Prevention: Ensuring that security incidents don’t occur

• Detection: Rapidly and reliably detecting incidents that can’t be prevented

• Correction: Recovering from incidents after they are detected

Other things to note:

• It is also essential to balance protecting the organization from harm and allow it to innovate

• Information security controls should consider all aspects of the organization and align with its risk
appetite

• Information security management interacts with every other practice

• It creates controls that each practice must consider when planning how work will be done

• It depends on other practices to help protect information and the management of information secu-
rity incidents usually requires a separate process

• It must be driven from the most senior level in the organization

• Most organizations have a dedicated information security team, carrying out risk assessments

• In high-velocity environments, information security is integrated into the daily work of development
and operations

• Information Security is critically dependent on the behavior of people throughout the organization

• Staff who have been trained well and pay attention to Information Security policies and other controls
can help to detect, prevent, and correct Information Security incidents

• Poorly trained or insufficiently motivated staff can be a major vulnerability

Many processes and procedures are required to support information security management:

• An information security incident management process

• A risk management process

• A control review and audit process

• An identity and access management process

• Event management
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• Procedures for penetration testing, vulnerability scanning, etc.

• Procedures for managing information security related changes

12.4. Knowledge management

Knowledge management has the purpose to maintain and improve the effective, efficient, and conve-
nient use of information and knowledge across the organization.

It follows a structured approach:

• Defining

• Building

• Re-using

• Sharing

Knowledge is one of the most valuable assets of an organization, because it’s not simply information,
but the use of information in the right context.

• This needs to be understood with both the user of the knowledge and the relevant situation in mind

• A better example of knowledge that is fit for purpose might be a simplified set of instructions or
reference points

• Knowledge management aims to ensure that stakeholders get the right information, in the proper
format, at the right level, and at the correct time, according to their access level and other relevant
policies

Consider the DIKW (Data - Information - Knowledge - Wisdom) model used to hierarchically describe
how to get value from data, describing their relationships:

• Typically information is defined in terms of data, knowledge in terms of information, and wisdom
in terms of knowledge

• Timeline from past to future

12.5. Measurement and reporting

Measurement and reporting has the purpose to support good decision-making and continual improve-
ment by decreasing the levels of uncertainty.

• This is achieved through the collection of relevant data on various managed objects and the valid
assessment of this data in an appropriate context

• This is achieved through the collection of relevant data on various managed objects and the valid
assessment of this data in an appropriate context, using metrics like the following:

‣ Critical Success Factor (CSF)

– A necessary precondition for the achievement of intended results

Written by Gabriel R. 47/81



IT Service Management Simple (for real)

• Key Performance Indicator (KPI)

‣ An important metric used to evaluate the success in meeting an objective

‣ KPIs for individuals can work as a competitive motivator, and this will drive positive results if the
KPIs are set to meet clear business goals, but also a negative side, bringing inappropriate behaviors

‣ Operational KPIs should ideally be set for teams rather than focusing too closely on individuals.
This means that there can be some flexibility in the targets and behaviours allowed by the team as
a whole

Data collected as metrics is usually presented in the form of reports or dashboards.

• It is important to remember that reports are intended to support good decision-making, so their
content should be relevant to the recipients of the information and related to the required topic

• Reports and dashboards should make it easy for the recipient to see what needs to be done and then
take action

12.6. Organizational change management

Organizational change management has the purpose to ensure that changes in an organization are
smoothly and successfully implemented, and that lasting benefits are achieved by managing the hu-
man aspects of the changes.

• Improvements invariably require people to change the way they work, their behaviour, and some-
times their role

• The organizational change management practice aims to ensure that everyone affected by the change
accepts and supports it, removing or reducing resistance to the change and ensuring successful tran-
sitions

• According to the model of the five stages of grief (or the Kübler-Ross model), those experiencing
grief go through five emotions: denial, anger, bargaining, depression and acceptance. This is used to
represent how the morale of people in the company can make a difference to the overall production

• Also the ADKAR model, outcome-oriented change management method that aims to limit resistance
to organizational change based on: Awareness, desire, knowledge, ability, reinforcement

Organizational change management must ensure that the following are established and maintained
throughout the change:

• Clear and relevant objectives

• Strong and committed leadership

• Willing and prepared participants

• Sustained improvement

Organizational change management (OCM) is different from other practices. It requires considering
people’s backgrounds and cultures, and ultimately the accountability lies within the organization it-
self, although external help can be brought in for support.
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12.7. Portfolio management

Portfolio management has the purpose to ensure that the organization has the right mix of programs,
projects, products, and services to execute the organizationʼs strategy within its funding and resource
constraints.

It achieves this through the following activities:

• Developing and applying framework to define and deliver portfolios

• Defining products and services for the achievement of agreed outcomes

• Evaluating and prioritizing incoming change initiatives

• Implementing investment and decision-making process based on understanding

• Analysing and tracking investments based on the value

• Monitoring the performance of the overall portfolio and proposing adjustments

• Reviewing the portfolios

Portfolio management encompasses a number of different portfolios:

• Product/service portfolio: The product/service portfolio is the complete set of products and/or services
that are managed by the organization, and it represents the organizationʼs commitments and invest-
ments across all its customers and market spaces

‣ Service portfolio represents the commitments and investments made by a service provider across
all customers and market spaces

‣ It is composed by a service pipeline, a service catalogue and retired services

• Project portfolio: it is used to manage and coordinate projects that have been authorized, ensuring
objectives are met within time and cost constraints and to specification

• Customer portfolio: this is used to record all the organizationʼs customers and is the relationship
managerʼs view of the internal and external customers who receive products and/or services from
the organization

The outcomes for existing services falls into six categories:

• Renew: these services meet functional fitness criteria but fail technical fitness

• Replace: these services have unclear and overlapping business functionality

• Retain: largely self-contained, with well-defined asset, process and system boundaries

• Refactor: often services that meet the technical and functional criteria of the organization have con-
fused or inconsistent process or system boundaries

• Retire: services that do not meet minimum levels of technical and functional fitness. Retirement is
an often overlooked investment

• Rationalise: often organisations discover they are offering services that are composed of multiple
multiple versions of the same software
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Change proposals occur inside of this practice, bringing Service Charters to describe/approach/build
new services, facilitating the understanding of them using Service Models.

12.8. Project management

Project management has to ensure that all projects in the organization are successfully delivered. This
is achieved by planning, delegating, monitoring, and maintaining control of all aspects of a project,
and keeping the motivation of the people involved.

• Projects are one of the means by which significant changes are introduced to an organization, which
can be a stand-alone initiative or part of a larger programme

• There are different approaches to the way in which projects are delivered:

‣ Waterfall method

‣ Agile method

‣ Mixed

– ISO 21500 - Guidance on project management, PMI - Project Management Institute, PRINCE
(PRojects IN Controlled Environments) 2

– Several types of Agile (Kanban, Scrum, XP - Extreme programming, Crystal, DSDM - Dynamic
Systems Development Method, FDD - Feature Driven Development, SAFe - Scaled Agile Frame-
work, etc.)

12.9. Relationship management

Relationship management has the purpose to ensure engaging and establishing the relationship with
all the stakeholders at all levels, right from strategic to tactical levels.

• This includes the customer, supplier, partner, and functions within the organization

‣ (Service Provider + Service Customer to co-create Value)

• It includes the identification, analysis, monitoring, and continual improvement of relationships with
and between stakeholders (basically, in a self-loop)

• The relationship management practice ensures that:

‣ Stakeholders’ needs and drivers are understood

‣ Products and services are prioritized appropriately

‣ Stakeholders’ satisfaction is high

‣ Customers’ priorities

‣ Any stakeholders’ complaints and escalations are handled well through a sympathetic process

‣ Products and services facilitate value creation for the service consumers and the organization

‣ The organization facilitates value creation for all stakeholders

‣ Conflicting stakeholder requirements are mediated appropriately
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12.10. Risk management

Risk management has the purpose to ensure that the organization understands and effectively handles
risks. Managing risk is essential to ensuring the ongoing sustainability of an organization and creating
value for its customers.

• Risk is normally perceived as something to be avoided because of its association with threats, and
although this is generally true, risk is also associated with opportunity. Failure to take opportunities
can be a risk in itself

• The organization’s portfolio can be mapped to an underlying portfolio of risks to be managed. When
service management is effective, products and services in the service catalogue and pipeline repre-
sent opportunities to create and capture value for customers

For risk management to be effective, risks need to be:

• Identified: Uncertainties that would affect the achievement of objectives must be considered and then
described to ensure that there is common understanding

• Assessed: The probability, impact, and proximity of individual risks must be estimated so they can be
prioritized, and the overall level of risk understood

• Treated: Appropriate responses to risks must be planned, assigning owners and actionees, and then
implemented, monitored, and controlled

The following principles apply specifically to the risk management practice:

• Risk is part of business

• Risk management must be consistent across the organization

• Risk management culture and behaviours are important

There are guidelines given by ISO 31000:2018 Risk Management:

• These provide an overall and general perspective of the purpose and principles of risk management

• They are applicable at all levels in any type of organization

• ISO 31000 states that “the purpose of risk management is the creation and protection of value” and
that risk management “improves performance, encourages innovation and supports the achievement
of objectives”

There are other companies between risk analysis and risk management:

• CCTA: The United Kingdom’s Central Computer and Telecommunications Agency

• CRAMM: CCTA Risk Analysis and Management Method
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12.11. Service financial management

Service financial management has the purpose to support the organizationʼs strategies and plans for
service management by ensuring that the organizationʼs financial resources and investments are being
used effectively.

It is responsible for managing activities of an organization:

• Budgeting

• Costing

• Accounting

• Charging

Finance is the common language which allows the organization to communicate effectively with its
stakeholders. It is responsible for managing the budgeting, costing, accounting, and charging for the
activities of an organization, acting as both service provider and service consumer:

• Budgeting/costing: This is an activity focused on predicting and controlling the income and expen-
diture of money within the organization, accomplishing objectives

• Accounting: This activity enables the organization to account fully for the way its money is spent,
allowing it to compare forecast vs actual costs and expenditures

• Charging: This activity is required to formally invoice service consumers (usually external) for the
services provided to them

It needs to be considered accounting, which charts accounts:

• Service Financial Management needs to align the chart of accounts with its own cost models, ser-
vices and expenditure

• More IT organizations are creating their own charts of accounts and then aligning them with the
enterprise chart of accounts

12.12. Strategy management

Strategy management has the purpose of formulating the goals of the organization and adopt the
courses of action and allocation of resources necessary for achieving those goals.

• It establishes the organizationʼs direction, focuses effort, defines or clarifies the organizationʼs prior-
ities, and provides consistency or guidance in response to the environment

• It is often seen as the responsibility of the senior management and governing body of an organization

The objectives of strategy management are to:

• Analyse the environment to identify opportunities

• Identify constraints and define how they could be removed

• Decide and agree the organizationʼs perspective and direction
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• Establish the perspective and position of the organization relative to its customers and competitors

• Ensure that the strategy has been translated into tactical and operational plans

• Ensure the strategy is implemented through execution of the strategic plans

• Manage changes to the strategies ensuring that strategies keep pace with changes

12.13. Supplier management

Supplier management has the purpose to ensure the management of suppliers and their performance
to support the seamless provisioning of quality products, services and components.

This includes creating closer, more collaborative relationships with key suppliers to uncover and real-
ize new value and reduce the risk of failure.

Activities that are central to the practice include:

• Creating a single point of visibility and control to ensure consistency

• Maintaining a supplier strategy, policy, and contract management information

• Negotiating and agreeing contracts and arrangements

• Managing relationships and contracts with internal and external suppliers

• Managing supplier performance

• There are different activities: supplier planning, evaluation of suppliers and contracts, supplier and
contract negotiation and management, warranty/performance management and contract renewal.

• Suppliers should be selected according to the importance and impact, risk and costs

• There are different types of supplier relationships between an organization and its suppliers

12.14. Workforce and talent management

Workforce and talent management has the purpose to ensure that the organization has the right people
with the appropriate skills and knowledge and in the correct roles to support its business objectives.

The practice covers a broad set of activities focused on successfully engaging with the organizationʼs
employees and people resources, including planning, recruitment, onboarding, learning and develop-
ment, performance measurement, and succession planning.

There are several definitions to use here:

• Organizational velocity - The speed, effectiveness, and efficiency with which an organization oper-
ates. Organizational velocity influences time to market, quality, safety, costs, and risks

• Competencies - The combination of observable and measurable knowledge, skills, abilities, and at-
titudes that contribute to enhanced employee performance and ultimately result in organizational
success

• Skills - A developed proficiency or dexterity in thought, verbal communication, or physical action
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• Ability - The power or aptitude to perform physical or mental activities related to a profession or
trade

• Knowledge - The understanding of facts or information acquired by a person through experience or
education; the theoretical or practical understanding of a subject

• Attitude - A set of emotions, beliefs, and behaviours towards a particular object, person, thing, or
event

The activities of this practice cover a broad range of areas and are performed by a variety of roles for
specific purposes, including:

• Workforce planning

• Recruitment

• Performance measurement

• Personal development

• Learning and development

• Mentoring and succession planning
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13. 12 - Service Management Practices

(Note: this was not made completely in 2023/2024, I learnt only some were made actually; in official
ITIL quizzes it’s sooo present, so it’s here)

ITIL defines various Service Management Practices that cover different aspects of IT service delivery
and support, while managing and providing services and products.

There are 17 practices basically covering all business areas and this will be explained. One note: the
order the professor uses in slides is different and sparse compared to the one in the ITIL 4 book. I will
use the professor order here.

Below, the main ones to note are in red:

Figure 12: A curious figure.

13.1. Monitoring and event management (MEM)

Monitoring and event management has the purpose to ensure the services and service components are
observed systematically, detect & report the change of state which has significance to service, service
performance, and contribution to the business.

• This practice identifies and prioritizes infrastructure, services, business processes, and information
security events, and establishes the appropriate response to those events, including responding to
conditions that could lead to potential faults or incidents

We describe the event as any change of state that has significance for the management of a service or
other configuration item (CI).

• Events are typically recognized through notifications created by an IT service, CI, or monitoring tool

• Manages events throughout their lifecycle to prevent, minimize, or eliminate their negative impact
on the business

About monitoring:

• Focuses on the systematic observation of services and the CIs that underpin services to detect con-
ditions of potential significance

• Monitoring should be performed in a highly automated manner and can be done actively or passively
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• Monitoring is necessary for event management to take place, but not all monitoring results in the
detection of an event

About events:

• Events are often classified as informational, warning, and exceptions

• Informational events do not require action when they are identified

• Warning events allow action to be taken before the business experiences any negative impact

• In contrast, exception events indicate that a breach of an established norm has been identified

• Exception events require action, even though business impact may not yet have been experienced

About activities to do:

• Identifying what services, systems, or other service components should be monitored

• Implementing and maintaining monitoring

• Establishing and maintaining thresholds and other criteria for determining which changes of state
will be treated as events

• Establishing and maintaining policies for how each type of detected event should be handled to en-
sure proper management

• Implementing processes and automations required to operationalize the defined thresholds, criteria,
and policies

This practice is highly interactive with other practices participating in the service value chain.

• The correct control action will be to initiate activity in the incident management practice

• Repeated events showing performance outside of desired levels may be evidence of a potential prob-
lem, which would initiate activity in the problem management practice

• For some events, the correct response is to initiate a change, engaging the change control practice

Organizations and people are also critical to appropriately responding to monitored data and events
aligned with policies and organizational priorities.

• Roles and responsibilities must be clearly defined, and each person or group must have easy, timely
access to the information needed to perform their role

• Automation is key to successful monitoring and event management

• The monitoring itself can be either active or passive

• In active monitoring, tools will poll key CIs, looking at their status to generate alerts when an ex-
ception condition is identified

• In passive monitoring, the CI itself generates the operational alerts
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Automated tools should also be used for the correlation of events.

• These features may be provided by monitoring tools or other tools such as ITSM workflow systems

• There can be a huge volume of data generated by this practice, but it will be of no value without
clear policies and strategies on how to limit, filter, and use this data

• Donʼt ask for data that is not truly needed, but if data is required, make sure that the provision of
that data is explicitly part of the contract for the supplierʼs services

Remember:

• Event management is focused on generating and detecting notifications about the status of IT infra-
structure and services. It works with occurrences specifically generated to be monitored

• Monitoring is broader than event management and uses tools to check devices status to ensure they
are operating correctly, even if not generating events. Monitoring tracks the occurrences, seeking
out conditions that do not generate events

Monitoring can be:

• Active

‣ Reactive: diagnoses devices failure, requiring knowledge of infrastructure and their mapping

‣ Proactive: determines real-time status of devices, ensuring all are fully recovered

• Passive

‣ Reactive: detect and correlate event records determining events meaning and appropriate actions,
requiring detailed knowledge of operations and services

‣ Proactive: event records are correlated to build trends and identify patterns

There are different diagrams to understand this:

• Control flow diagrams or UMLs

• Processes/networks monitoring or enterprise service management software

13.2. Incident management (IM)

Incident management has the purpose of minimalizing the negative impact of incidents by restoring
normal service operation as quickly as possible.

We can describe an incident as the unplanned interruption to a service or degradation of the service
performance or quality.

• Some organizations use a technique called swarming to help manage incidents. This involves many
different stakeholders working together initially, until it becomes clear which of them is best placed
to continue and which can move on to other tasks

‣ Solving incidents relies heavily on collaboration and information sharing
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• Incidents may be diagnosed and resolved by people in many different groups, depending on the
complexity of the issue or the incident type:

‣ Some incidents will be resolved by the users themselves, using self-help

‣ Some incidents will be resolved by the service desk

‣ More complex incidents will usually be escalated to a support team for resolution

‣ Incidents can be escalated to suppliers or partners

‣ The most complex incidents, and all major incidents, often require a temporary team to work to-
gether to identify the resolution

‣ In some extreme cases, disaster recovery plans may be invoked to resolve an incident

The management involves identifying:

• Classification

‣ Classifying means assigning Priority and Category

• Priority

‣ The SD determines the priority of incidents as soon as they are received

‣ The priority is established according to the criteria described in the SLA

‣ The priority is calculated on the basis of impact and urgency

• Impact

‣ Effect that the incident has on business activities

• Urgency

‣ Speed at which the incident must be resolved

The Impact is always intended as Business Impact:

• Critical period (i.e. night or day?)

• Critical applications

• Number of users

When determining the priority, the following must be considered:

• The potential costs of non-resolution

• The threat of harm to customers and staff

• The legal implications

• The “nuisance” caused to customers and staff

The impact is not related to the technical complexity of the resolution. This can be classified in tables,
seeing clearly impact, priority codes, descriptions and target resolution time.
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There are the following functions:

• Hierarchical Escalation = Inform / Support

• Functional Escalation = Knowledge

Particularly:

• Escalation and Referral NEVER turn an incident into a problem, even when the owner of an incident
speaks to the PM for administrative reasons, and the PM should proceed with the identification of
an associated problem

• Problems are not serious accidents

• We can use workflows and UMLs to understand the specific procedures to handle incidents

There is also incident matching:

• Open incidents/deal with problems/work with errors and find workarounds

• Find incidents related to those and activate procedure to act efficiently and escalate as quickly as
possible, ensuring incidents are investigated for resolution and developing service desk

• These ones have incident matching workflows too

13.3. Service request management (SRM)

Service Request Management has the purpose to support the agreed quality of the service by handling
the pre-defined user requests, which are initiated by users in a professional and friendly manner.

We define a service request as a request from a user or a user’s authorized representative that initiates
a service action which has been agreed as a normal part of service delivery.

Each service request may include one or more of the following:

• A request for a service delivery action (for example, providing a report or replacing a toner cartridge)

• A request for information (for example, how to create a document or what the hours of the office are)

• A request for provision of a resource or service (for example, providing a phone or laptop to a user,
or providing a virtual server for a development team)

• A request for access to a resource or service (for example, providing access to a file or folder)

• Feedback, compliments, and complaints (for example, complaints about a new interface or compli-
ments to a support team)

Fulfilment of service requests may include changes to services or their components; usually these are
standard changes. Service requests are a normal part of service delivery and are not a failure or degra-
dation of service, which are handled as incidents.

• The time needed to realistically deliver the service should be used to set user expectations for request
fulfilment times

• Some service requests require authorization according to financial, information security, or other
policies, while others may not need any
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• Since service requests are pre-defined and pre-agreed as a normal part of service delivery, they can
usually be formalized, with a clear, standard procedure for initiation, approval, fulfilment, and man-
agement

Service request catalog is a crucial part for the implementation of the process is the definition of the
requests for an accurate planning of the supply processes for each type of request (Service Request
Catalog).

In particular, use the following:

• Use automation to the greatest degree possible

• Seek out opportunities for improvement

• Create appropriate policies to limit, remove, and minimize the need for additional approvals

• Redirect incidents and problems to the appropriate practices

• Optimize then automate & manage expectation

• Leverage existing workflow models

13.4. Problem management (PM)

Problem management has the purpose to identify the potential & actual causes of incidents and reduce
the probability of the impacts of incidents by providing the solutions and workarounds, including the
creation of known errors.

We can distinguish here:

• Problem

‣ A cause, or potential cause, of one or more incidents

‣ Given everything may have errors, we need ways to identify, log problems and controlling them,
while prioritizing all the activities

‣ Incidents are usually interrelated between them and have complex relationships, contributing to
incidents duration and impact

• Known error

‣ A problem that has been analyzed and has not been resolved

• Workaround

‣ A solution that reduces or eliminates the impact of an incident or problem for which a full reso-
lution is not yet available

‣ These can be created at any stage, and they are documented
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Problem Management involves three distinct phases:

• Problem identification

‣ Identify and log problems, according to trends, issues, information from internal and external
sources

• Problem control

‣ It should consider all contributory causes, including causes that contributed to the duration and
impact of incidents. It documents the steps in workaround

• Error control

‣ Its activities manage known errors, which are problems where initial analysis has been completed;
it usually means that faulty components have been identified

‣ It regularly re-assesses the status of known errors not yet resolved

Problems are prioritized for analysis based on the risk that they pose and are managed as risks based
on their potential impact and probability. This is done to ensure that incidents with the highest business
impact are resolved first.

Problem management activities are very closely related to incident management. The practices need
to be designed to work together within the value chain.

The responsibilities of this practice can be summarized as follows (subprocesses):

• Problem control

• Error control

• Assist with handling of major incidents

• Proactive prevention

• Management information

• Completing major problem reviews

There are so many problem analysis techniques one can use for example the Pareto principle:

• It follows the 80/20 rule, where typically 20% of problems account for 80% of the impact or occur-
rences

• By creating a Pareto chart and identifying the “vital few” categories, organizations can focus their
efforts on resolving the most significant problems first

Problem management goes from reactive to proactive (starting from left to right):

• Prevention of problems on other systems and applications

• Monitoring of Change Management
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• Initiating changes to combat:

‣ 1. Occurrence of incidents

‣ 2. Repetition of incidents

• Identification of trends

• Problem identification – Problem diagnosis

• Supplying 2°/3° line incident support

The Proactive Control Management sub-process carries out those activities aimed at identifying and
resolving problems before they can cause incidents. These activities are:

• Trend Analysis

‣ Incident and problem reporting can provide information for preventive measures to improve ser-
vice quality, showing a large number of similar incidents - needs to be logged and managed

‣ Incident and problem analyzes can identify trends such as:

– The occurrence of a certain type of problem as a result of a change

– The beginning of a certain type of anomaly or malfunction

– The repetition of particular incidents and problems with some CIs in particular

– The need to train the staff or the customer

• Targeting Support Action

‣ Trend Analysis can lead to the identification of faulty parts in the IT infrastructure, which can
then be analyzed and corrected

‣ It can also lead to the identification of problem areas that need more attention from the support

• Informing the organization

‣ Problem Management can provide information about problems, KEs and RFCs issued

‣ This helps to determine the health of the business and the details can be used to inform the “de-
cision making” processes within the organization and other practices such as Service Level Man-
agement and Service Desk

By redirecting the efforts of an organization from reactive towards a large number of preventative
incidents, an organization provides a better service to its customers and makes the use of available
resources within the IT support organization more effective and efficient.

The benefits of a formal approach to Problem Management include:

• Improvement of the quality of IT service

‣ The PM helps to create a cycle of rapid increase in the quality of IT service, and is good for the
productivity and mood of those who provide the IT service
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• Reduction in the volume of accidents

‣ PM contributes to reducing the number of incidents that disrupt the conduct of business

• Permanent solutions

‣ There is a gradual reduction in the number and impact of Problems and KEs once those solved
remain solved

• Improvement of the level of learning at the organizational level

‣ The PM process is based on the concept of learning from past experiences. The process provides
historical data to allow the identification of trends, a means of preventing failures and reducing
the impact of these, resulting in improved user productivity

• Greater number of fixes working since the first time available to the SD

‣ The PM provides the SD with more incident fixes that work on the first try thanks to the informa-
tion-based process of the CMDB

13.5. Change enablement (CE) - previously “Change control”

With ITIL 4, change management became change enablement. This practice has the purpose to bal-
ance the need to make beneficial changes that will deliver additional value with the need to protect
customers and users from the adverse effect of changes.

• On book, you will find this one as change control, which purpose is to maximize the number of suc-
cessful service and product changes by ensuring that risks have been properly assessed, authorizing
changes to proceed, and managing the change schedule

• This balances risk to enhance throughput

We can define the change as the addition, modification, or removal of anything that could have a direct
or indirect effect on services.

• This mainly deals with “standard” changes, which are fully understood and documented. An example
could be the installation of a software application in response to a service request. These require to
specific authority

Consider the 7 Rs of change management:

• Who Raised the Change?

• What is the Reason for the Change?

• What is the Return required from the Change?

• What are the Risks involved in the Change?

• What Resources are required to deliver the Change?

• Who is Responsible for the build, test and implementation of the Change?

• What is the Relationship between this Change and other Changes?
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Some use cases:

• Change follows an emotional cycle of sorts: goes from shock, up to avoidance and self-blame, then
goes up again towards optimum performance

• Change can also be represented by a so-called RACI (Responsible, Accountable, Consulted, and In-
formed) Matrix, understanding for each the responsibility, the role and what can be actually done to
drive change.

• Service transition in outsourcing follows different phases: Plan service transition / Perform (Do) /
Review (Check) / Close (Act)

• Through processes, this practice might follow a parallel path, in which different activities intersect
and go towards common outputs

• We may classify change according to their priority (immediate/high/medium/low), corrective change
and enhancement change

There are four types of change that are each managed in different ways:

• Standard: Low-risk changes, fully documented, frequent, straightforward, with full risk assessment
available to use each time we implement such. They need to be scheduled and assessed following
a process

• Normal: They need to be scheduled, assessed and authorized. There can be change models based on
the type of change, determining the roles for assessment and authorization, using automation to
speed up the change. They may have a pipeline for CI (Continuous Integration), and they need to be
authorized upfront

• Major: They are higher risk and need detailed report in order to handle them well. These require
management authorization for intervention

• Emergency: Changes that must be implemented as soon as possible; for example, to resolve an inci-
dent or implement a security patch. They need to have a flexible pool of approvers and they have to
be implemented quickly (not mandatorily be in a schedule)

Some other useful terms:

• Change Schedule (CS) (formerly the ITIL v2 Forward Schedule of Change (FSC))

‣ It contains the details of all the changes authorized for implementation, accompanied by the ex-
pected dates

• Projected Service Outage (PSO)

‣ Contains the details of the changes according to the SLAs and the agreed maintenance windows,
the planned downtime also for other reasons such as maintenance or data backup

• Change Authority

‣ A person or group responsible for authorizing a change

‣ There is one for each type of change according to the change type and the model (for ITIL quizzes
remember) - they are present before the change is deployed
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• Change Advisory Board (CAB)

‣ The CAB is not static but can change according to the level of risk to which the change is subject

‣ This role authorizes the previous categories of risk defined

‣ Change management follows flows, in which communications/actions/decisions need to be esca-
lated according to the situation and authority and level of risk/impact. They change according to
the kind of request

Another approach can be EPIC: Event Problem Incident Change.

• Describe the incidents

• Study the problems

• Consider single events

• Implement the change

Consider also, each external event has key process relationships enthralling incidents/problems/
changes.

• In a CMDB we consider the backlog of events/incidents happened

• This way, each change request can be made considering impact reducing and change effectiveness

• It is important that there is effective transfer of knowledge at all stages between the operational staff
and the project staff to ensure smooth progression

13.6. Service desk (SD)

Service desk has the purpose to capture demand for incident resolution and service requests. It should
also be the entry point and single point of contact for the service provider with all of its users.

The purpose of the service desk practice is to:

• Understand demand for incident resolution and service requests

• Act as the point of contact for the service provider along with its users

• Provide a clear path for users to report issues, queries, and requests, and acknowledge, classify, own,
and take action on them

Consider the following key aspects:

• It supports people and business

• Arranges, explains and coordinates various matters about broken technology

• Empathy between service provider and users

• Practical understanding of the organization and it’s a major influence on what the users perceive
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Service desks provide a variety of channels for access. These include:

• Phone call

• Service portals and mobile applications

• Email for logging and updating

• Walk-in service desks

• Text and social media messaging

• Chatbots

• Public and corporate social media and discussion forums

Different supporting technologies are considered:

• Intelligent telephony systems

• Workflow systems

• Workflow management

• Resource planning systems

• Knowledge base

• Call recording and quality control

• Remote access tools

Service desk has different structures:

• Centralized

‣ All service requests, incidents are handled by a single centralized team at one location

‣ Provides consistency but a single point of failure

• Local

‣ Users and support staff are located on the same premises or campus

‣ Resources are placed closer to end-users but lacks standardization

• Virtual

‣ Multiple user locations are serviced by multiple support locations which by virtue of call routing
and other technology are able to appear and respond to user requests as a single entity

• Follow the Sun

‣ Identical to a virtual service desk, but organized in such a way as to utilize support staff shifts
working during normal daylight hours for all user requests coming from any time zone
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The service desk staff has to provide different features:

• Excellent customer service skills

• Empathy

• Emotional intelligence

• Understand business priority

• Incident analysis and prioritization

• Effective communication

13.7. IT Asset Management (ITAM)

IT Asset Management (ITAM) has the purpose to plan and manage the entire life-cycle of all the IT
Assets, and ensuring:

• Maximizing the value

• Control costs

• Manage risks

• Enable decisions related to procurement

• Utilization & retirement of assets

• Meet contractual & regulatory requirements

We can define as IT Asset as any financially valuable component that can contribute to the delivery
of an IT product or service.

There are different types of asset management:

• IT Hardware Asset Management (IT HAM)

‣ a sub-practice of asset management that is specifically aimed at managing the lifecycles and total
costs of IT equipment and infrastructure

• Software Asset Management (SAM)

‣ is an aspect of IT asset management specifically aimed at managing the acquisition, development,
release, deployment, maintenance, and eventual retirement of software assets

‣ SAM procedures provide effective management, control, and protection of software assets

Understanding the cost and value of assets is essential.

• IT Asset Management contributes to the visibility of assets and their value

• IT Asset Management requires accurate inventory information, which it keeps in an asset register:
it can be gathered in an audit, but it is much better to automate the collection of information

• The organization needs to ensure that the full lifecycle of each asset is managed, including managing
asset provisioning
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IT Asset Management maintains the assets information, costs, and related contracts.

• Therefore, the IT asset register is often combined (or federated) with the information stored in a
configuration management system (CMS)

• In some organizations there is a centralized team responsible for IT Asset Management

• This team may also be responsible for configuration management

• Each organization must consider its own context and culture to choose the appropriate level of cen-
tralization

In particular:

• Hardware Assets must be labelled for clear identification

• Software Assets must be protected from unlawful copying, which could result in unlicensed use

• Cloud-based Assets must be assigned to specific products or groups so that costs can be managed

• Client Assets must be assigned to individuals who take responsibility for their care

The activities have the responsibilities to:

• Define, populate, and maintain the asset register in terms of structure and content, and the storage
facilities for assets and related media

• Control the asset lifecycle in collaboration with other practices and record all changes to assets

• Provide current and historical data, reports, and support to other practices about IT assets

• Audit assets, related media, and conformity and drive corrective and preventive improvements to
deal with detected issues

Different workflows can be followed:

• Managing common approaches to ITAM process

• Managing the IT asset lifecycle and records process

• Verifying, auditing, and analysing IT assets process

13.8. Service configuration management (SCM)

Service configuration management has the purpose to ensure that accurate and reliable information
about the configuration of services, and the CIs that support them, is available when and where it
is needed.

• This includes information on how CIs are configured and the relationships between them

• Service Configuration Management responsibility follows a workflow, running multiple activities
and understanding connections between all of them
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Some useful definitions:

• Configuration Item (CI)

‣ Any component that needs to be managed in order to deliver an IT service

‣ Each CI has a category, attributes, relations and a status

‣ They are always:

– Necessary to provide a Service

– Uniquely identifiable

– Subject to changes

– They can be managed

‣ In a real scenario, CIs have different relations among them, going back and forth according to the
specific situation.

• Service Asset

‣ Any resources or capabilities that could contribute to the delivery of services

• Configuration Management DataBase (CMDB)

‣ The minimum number of attributes and data that the CMDB should stores are as follows:

– CI Unique Identifier or Identification Code

– CI Name or Label (often, both, long names and short names)

– CI Abbreviations or Acronyms

– CI Description

– CI Ownership (organizations and people)

– CI Importance

• Configuration Management System (CMS)

‣ A set of tools and databases that are used to support service assets and manage IT Service
Provider’s Configuration data

– In reality, you can see it as a set of different CMDBs

– The CMS includes information about Known Errors, Changes, and Releases and may contain
data about employees, Suppliers, locations, Business Units, Customers, and Users

– There is also the known error database (KEDB), which is maintained by problem management
and is used by the service desk to help resolve incidents

– CMS can also be integrated with other external databases of customers or suppliers for seamless
information transfers

• Definitive Media Library (DML)
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‣ The secure repository in which the definitive authorized versions of all media, software, license
CIs are stored and protected.

– It stores master copies of versions that have passed quality assurance checks and master copies
of all controlled software in an organization

– It is strictly controlled by SCM practice to ensure that only authorized media is stored

– DML may store data in the virtual storage or in physical storage (CD/DVD) or in both

From CMDB, we go to CMS (Configuration Management System) and SKMS (Service Knowledge Man-
agement System), central repository of the data, information, and knowledge that the IT organization
needs to deliver services, storing all CIs and records.

• Configuration Baseline

‣ The configuration of a service, product or infrastructure that has been formally reviewed and
agreed, which thereafter serves as the basis for further activities and can be changed only through
formal change procedures

‣ It captures the structure, contents and details of a configuration and represents a set of configura-
tion items that are related to each other

• Snapshot

‣ The current state of a configuration item or an environment, e.g. from a discovery tool

‣ This snapshot is recorded in the CMS and remains as a fixed historical record

13.9. Release management (RM)

Release management has the purpose of make new and changed services and features available for use.

We define the release as “a version of a service or other configuration item, or a collection of configu-
ration items, which is made available for use”.

• A release may comprise many different infrastructure and application components that work to-
gether to deliver new or changed functionality

• It may also include documentation, training, updated processes or tools, and any other components
that are required

Releases can range in size from the very small, to the very large.

• In either case, a Release Plan will specify the exact combination of new and changed components to
be made available, and the timing for their release

• A Release Schedule is used to document the timing for releases

• This schedule should be negotiated and agreed with customers and other stakeholders

• A Release Post-Implementation Review enables learning and improvement, and helps to ensure that
customers are satisfied
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• In some environments, almost all release management work takes place before deployment, with
plans in place as to exactly which components will be deployed in a particular release

• The deployment then makes the new functionality available

Release management takes multiple shapes, according to the specific environment in which it is used:

• in a traditional/waterfall environment, release plan is composed of infrastructure/software/training,
a single deploy/release and a review

• in an Agile/DevOps environment has same steps, but multiple deploys, a release and a review

Release Management is often staged, with pilot releases being made available to a small number of
users to ensure that everything is working correctly before the release is given to additional groups.

• Sometimes a Release must be made available to all users at the same time, as when a major restruc-
turing of the underlying shared data is required

Staging of a release is often achieved using blue/green releases or feature flags:

• Blue/green releases use two mirrored production environments

‣ Users can be switched to an environment that has been updated with the new functionality by
using network tools that connect them to the correct environment

• Feature flags enable specific features to be released to individual users or groups in a controlled way

‣ The new functionality is deployed to the production environment without being released

Consider also:

• In a DevOps environment, release management is often integrated with the continuous integration
and continuous delivery toolchain

• The tools of release management may be the responsibility of a dedicated person, but decisions about
the release can be made by the development team

• In a more traditional environment, releases are enabled by the deployment of the components

• Each release is described by a release record on an ITSM tool

• Release records are linked to CIs and change records to maintain information about the release

• Third parties often provide components of a release, like cloud infrastructure, software as service
components, and third-party support

• It is also common to include third-party software, or open-source software, as part of application
development

• Release Management needs to work across organizational boundaries to ensure that all components
are compatible and to provide a seamless experience for users

• It also needs to consider the impact of changes to third-party components, and to plan for how these
will be released
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Activities include:

• Release policies and planning

• Release development and configuration design

• Acceptance of releases

• Rollout planning

• Extensive tests defined on the basis of acceptance criteria

• Communication, preparation and training

• Checking the HW and SW before and after the changes

• Installation of new HW or upgrade of the existing one

• Saving of the controlled SW both in centralized and distributed systems, distribution of the SW

13.10. Service level management (SLM)

Service level management (SLM) has the purpose of set clear business-based targets for services per-
formance so that the delivery of a service can be properly assessed, monitored, and managed against
these targets.

• There can be different agreements according to what was proposed to the customer

‣ Service Level Agreement (SLA) is what the IT organization as a whole is promising to the customer
(SLA) and can state that “IT will ensure that computer equipment will be maintained” - both of
the following are inside of the supporting services view

– Specifically, a documented agreement between a service provider and a customer that identifies
both services required and the expected level of service

• They have long been used as a tool to measure the performance of services from the cus-
tomer’s point of view, and they must agree in the broader business context

• Using SLAs may present many challenges; often, they do not fully reflect the more compre-
hensive service performance and the user experience

• Something called the “watermelon SLA effect” can happen

‣ In many cases, using single system-based metrics as targets can result in misalignment and
a disconnect between service partners as to the success of the service delivery and the user
experience

‣ They may appear good (green) to the users, but they may be bad (red) to the employees

‣ Operational Level Agreement (OLA) is what the functional IT groups promise to each other (OLA)
and will need to state everything that the functional IT groups will need to do in relation to each
other to support the SLA
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There are different key activities of the Service Level Management practice (SLM):

• The service level management practice involves the definition, documentation, and active manage-
ment of service levels

• It provides end to end visibility of the organizationʼs services. For this, the service level management
practice:

‣ Establishes a shared view of the services and target service levels with customers

‣ Ensures the organization meets the defined service levels

‣ Performs service reviews

‣ Captures and reports on service issues including performance against defined service levels

There are also requirements of SLM:

• Focus and effort to engage and listen to the requirements, issues, concerns, and daily needs of cus-
tomers

• Engagement is needed to understand and confirm the actual ongoing needs and requirements of
customers

• Listening is important as a relationship-building and trust-building activity, to show customers that
they are valued and understood

Service level management involves collating and analyzing information from a number of sources, in-
cluding:

• Customer engagement

‣ Involves initial listening, discovery, and information capture

• Customer feedback

‣ Surveys: from immediate feedback such as follow-up questions to incidents

‣ Key business-related measures: measures agreed between the service provider and its customer,
based on what the customer values as important

• Operational metrics

‣ Low-level indicators of various operational activities

• Business metrics

‣ Any business activity that is deemed useful or valuable by the customer

• Practice success factors

‣ Establishing a shared view of target service levels with customers

‣ E.g. for tailored services or for out-of-the-box ones

‣ Their workflow ensures defined clearly requirements, make an analysis, documenting an SLA and
communicate between stakeholders
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13.11. Availability management (AM)

Availability management has the purpose to ensure that services deliver agreed levels of availability
to meet the needs of customers and users.

We can define availability as the ability of an IT service or other configuration item to perform its
agreed function when required.

Availability management activities include:

• Negotiating achievable targets

• Designing infrastructure and applications

• Ensure the measure of availability

• Monitoring, analysing and reporting availability

• Planning improvement to availability

In other words, availability is the ability of a service, component or CI to perform its agreed function
when required (how frequently the service fails, and how quickly it recovers after a failure)

• It considers factors like reliability, resilience, maintainability, serviceability, redundancy, security
and recoverability

• Its formula is Availability (%) = (Agreed Service Time (AST) - downtime)/(AST) * 100

Different measures are employed inside the incident lifecycle:

• Mean Time Between Failures (MTBF)

• Mean Time to Restore Service (MTRS)

• Mean Time Between Service Incidents (MTBSI)

• Recovery Point Objective (RPO)

• Recovery Time Objective (RTO)

It is essential to establish the basic rules of Availability Management:

• Which vital business functions are affected by different application failures

• At what point is slow performance so bad that the service is effectively unusable

• When does the service need to be available, and when can the service provider carry out mainte-
nance activities

IT and the Business must be sure they agree on the interpretation of the Availability metrics.

• The Customer’s perception of downtime may differ from that of the IT department

‣ I.e., the “place of delivery” is their desk and not the IT department

• When reporting availability data to the business, the language used by the business must be used
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‣ For business, downtime means: unusable workforce, lost earnings, dissatisfied end customers,
threats of legal action and the inability to comply with legislation

• Both the total duration of the downtime and its frequency affect the quality of the service

Two concrete examples of Availability Management here:

• Example 1:

‣ SLA stated service running 5 days x 8 hours/week

‣ Service was down for 4 hours during week 43

‣ Availability calculated as (40-4)/40x100 = 90%

‣ However, availability depends on what was agreed, how it’s measured, and for how many users

‣ If only 1 out of 1000 users had 4 hours downtime, is it really 10% downtime or 0.01% for the com-
pany?

• Example 2:

‣ Even when SLA is met, service can be perceived as unavailable

‣ Invoicing Application used by Finance division Mon-Fri 9am-5pm

‣ Backup scheduled Mon-Fri 8pm-10pm, making it unavailable during that time (agreed in SLA)

‣ A Finance user working overtime at 8pm loses access during backup

‣ For that user, service is unavailable, even though SLA was not broken

The workflow of this activity identifies service requirements, agreed and determines them, then designs
metrics and reports.

13.12. Capacity and performance management (CPM)

Capacity and performance management has the purpose to ensure that services achieve agreed and
expected performance, satisfying current and future demand in a cost-effective way.

• The purpose of this discipline is to ensure that there is always a reserve of IT capacity, the costs of
which are justifiable and that meet the needs of the business

• It determines business demand (in terms of IT resources), forecast workloads and schedule IT re-
sources. One of the most important contributions of the process is to provide a well-documented
Capacity Plan

We can define performance as “a measure of what is achieved or delivered by a system, person, team,
practice, or service”.

It includes the following activities:

• Service performance and capacity analysis

• Research and monitoring of the current service performance

• Capacity and performance modelling
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• Service performance and capacity planning

• Capacity requirements analysis

• Demand forecasting and resource planning

• Performance improvement planning

Consider:

• We want to avoid overprovisioning (excessive usage, inactive instances consuming, less useless
costs)

• It’s essentially a balancing act between activities

It’s structured in levels:

• Business capacity management

‣ Is focused on current and future business requirements

• Service capacity management

‣ Is focused on the provision of existing services that support the business

• Component capacity management

‣ Is focused on the technology underlying the provision of all services

Moving on:

• Capacity management is subdivided into subprocesses of different categories, basically reporting all
aspects

• Ongoing iterative activities are made tuning, refining and analyzing implementations and aspects
of everything regarding all levels of operation

• Demand management takes patterns, crafting processes in a way of demand and delivery according
to the activities and plans prepared for them

13.13. Business analysis (BA)

Business analysis has the purpose to analyse a business or some element of it, define its associated
needs, and recommend solutions to address these needs and/or solve a business problem, which must
facilitate value creation for stakeholders.

• Business analysis enables an organization to communicate its needs in a meaningful way, express
the rationale for change, and design and describe solutions that enable value creation in alignment
with the organizationʼs objectives

The key activities associated with business analysis are:

• Analysing business systems, business processes, services, or architectures in the changing internal
and external context
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• Identifying and prioritizing parts of the SVS, and products and services that require improvement,
as well as opportunities for innovation

• Evaluating and proposing actions that can be taken to create the desired improvement

• Documenting the business requirements for the supporting services to enable the desired improve-
ments

• Recommending solutions following analysis of the gathered requirements and validating these with
stakeholders

13.14. Service continuity management (SCM)

Service Continuity Management has the purpose of ensuring that the availability and performance of
a service are maintained at sufficient levels in case of a disaster.

• The practice provides a framework for building organizational resilience with the capability of pro-
ducing an effective response that safeguards the interest of key stakeholders and the organizationʼs
reputation, brand and value-creating activities

We can define a disaster as “a sudden unplanned event that causes great damage or serious loss to an
organization”

• To be classified as a disaster, the event must match certain business-impact criteria that are prede-
fined by the organization

A list of disasters generally includes:

• Cyber attacks

• Electricity outages

• Failures of strategic partners

• Fires

• Floods

• Key personnel unavailability

• Large-scale IT infrastructure failures (such as data-centre failures)

• Natural disasters

Defining those events which are not disasters is equally important.

The service continuity management practice includes the following areas:

• Performing BIA to quantify the impact of service unavailability to the service provider and service
consumers

‣ Business Impact Analysis (BIA) = a process of analysing activities and the effect that a disruption
might have on them

• Developing service continuity strategies (and integrating them into the business continuity man-
agement strategy, if relevant)
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• Developing and managing service continuity plans (and providing a clear interface to business con-
tinuity plans, if relevant)

• Performing exercises and testing the service continuity plans invocation in case of disaster

We’ve met them before, but actually now we will define them more precisely:

• Recovery Time Objective (RTO)

‣ Is the targeted duration of time and a service level within which a business process must be re-
stored after a disaster

• Recovery Point Objective (RPO)

‣ Is the maximum targeted period during which transactional data is lost from an IT service due to
a major incident

• Minimum Target Service Level (MTSL)

‣ Is the level of service which is acceptable to the service provider to achieve its objectives during
a disruption

There are different phases to guarantee here:

• Phase 1 - Initiation

• Phase 2 - Requirements Analysis and Strategy Definition

• Phase 3 - Implementation

• Phase 4 - Operational Management

The choice of options usually depends a lot on the finances available or how much the business wants
to invest.

• Varies in a range: do nothing/manual workaround/reciprocal arrangement/gradual recovery/inter-
mediate recovery/immediate recovery

Other useful things to know:

• Contingency plan: a document that all organizations should draft before starting work on a project
to understand how to take action in case of accidents and contingencies

‣ It’s a corrective measure and is implemented when the risk has now occurred in order to contain
it as quickly as possible and with the least desirable consequences

‣ It’s divided into 7 sections: administration/IT infrastructure/IT infrastructure management and
operating procedures/personal/safety/contingency facility/return to normal operation

• Service continuity

‣ A set of clearly defined plans related to how an organization will recover from a disaster and re-
turn to a pre-disaster condition, considering the four dimensions of service management
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• Service continuity plans usually include:

‣ Response plan

‣ Recovery plan

‣ Plan of returning to normal operations

• Business continuity plans may include:

‣ Emergency response to interface with all emergency services and activities

‣ Evacuation plan to ensure the safety of personnel

‣ Crisis management and public relations plan plans for the command and control of different crises
and the management of the media and public relations

‣ Security plan showing how all aspects of security will be managed on all home sites and recovery
sites

‣ Communication plan showing how all aspects of communication will be handled and managed
with all relevant areas and parties involved during a major incident
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14. 13 - Technical Management Practices

(Note: this part is present given sometimes it happens in future ITIL quizzes and in 2021/2022 was
made anyway, so it’s here)

These practices were adapted from technology management domains for service management pur-
poses by expanding or shifting their focus from technology solutions to IT services.

• Under the ITIL, technical management is a set of processes that govern how IT organizations set up
and deploy the technological core of their systems

• Technical management is important in any IT environment, because it lays the foundation for cre-
ating and validating complex systems. In turn, it ensures that businesses are able to deploy the tech-
nology they need in order to meet their goals.

14.1. Deployment management

Deployment Management has the purpose of moving new or changed hardware, software, documen-
tation, processes, or any other component to live environments.

• Deployment Management works closely with Release Management and Change Control, but is a
separate practice

• There are several distinct approaches that can be used for deployment

There are a number of distinct approaches that can be used for deployment. Many organizations use
a combination of these:

• Phased deployment: The new or changed components are deployed to just part of the production
environment at a time

• Continuous delivery: Components are integrated, tested, and deployed when they are needed, pro-
viding frequent opportunities for customer feedback loops

• Big Bang deployment: New or changed components are deployed to all targets at the same time

• Pull deployment: New or changed software is made available in a controlled repository, and users
download the software to client devices when they choose

Other points to make:

• Components available for deployment should be maintained in one or more secure locations to en-
sure that they are not modified before deployment

• These locations are collectively referred to as a standard media library for software and documenta-
tion and a definitive hardware store for hardware components

• Tools that support deployment are many and varied

• They are often integrated with configuration management tools and can provide support for audit
and change management

• Most organizations have tools for deploying client software, and these may be integrated with a
service portal to support a request management practice
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• Communication around deployments is part of release management

• Individual deployments are not generally of interest to users and customers until they are released

• If infrastructure is provided as a service, the deployment of new or changed servers, storage, or
networking is typically managed by the organization, often treating the infrastructure as a code to
automate deployment

• Some deployments may be under the supplier’s control in these environments, such as installing
firmware updates

• To maintain a controlled environment, the IT organization must ensure that they know what de-
ployments are planned and which have happened

• In an environment with multiple suppliers, it is essential to understand the scope and boundaries of
each organizationʼs deployment activities and how these will interact

• Most organizations have a process for deployment

• It is common to have different processes for different environments

• Ensure moving new or changed processes, software, hardware, documentation… etc.

• Release Management and Change Control have a close interface while introducing a change to an
environment

• Deploys the components in the schedule proposed in a change request and approved by a change
authority

Remember how deploying is made:

• Major deployment using a traditional waterfall model, bringing everything into one package

• Smaller releases so that we can make course corrections and we can have quality control over smaller
releases and then go through the review on the project
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